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1 Introduction

GFI WebMonitor is a comprehensive monitoring solution that enables you to monitor and filter
network users’ web traffic (browsing and file downloads) in real-time. It also enables you to
block web connections in progress as well as to scan traffic for viruses, trojans, spyware and
phishing material.

It is the ideal solution to transparently and seamlessly exercise a substantial degree of control
over your network users’ browsing and downloading habits. At the same time, it enables you to
ensure legal and best practice initiatives without alienating your network users.

1.1 Who is This Manual For?

This manual is for system administrators who want to use GFl WebMonitor in standalone proxy
mode (for example, in environments where there is no Microsoft ISA Server or Microsoft
Forefront TMG).

GFI WebMonitor

standalone proxy

Figure 1 - Environment: GFl WebMonitor in standalone proxy mode

For environments with Microsoft ISA Server or Microsoft Forefront TMG, a dedicated version of
GFl WebMonitor (GFl WebMonitor for ISA/TMG) is available. For more information, refer to:
http://www.gfi.com/isa-server-monitoring-security.

1.2 About this Manual

The aim of this manual is to help you install and run GFI WebMonitor on your network with
minimum configuration effort. It describes:

» The various network environments that GFl WebMonitor can support.
» How to install GFI WebMonitor to monitor your environment.
» How to get GFI WebMonitor running on default settings.

This manual is structured as follows:

CHAPTER DESCRIPTION

Chapter 1 Introduction
Introduces this manual and provides information on GFl WebMonitor editions.

Chapter 2 About GFI WebMonitor

Provides a high-level overview of how GFI WebMonitor works and the different
installation environments supported.

Chapter 3 Installing in Gateway Mode
Provides information on how to install GFI WebMonitor in Gateway mode.

Chapter 4 Installing in Simple Proxy Mode
Provides information on how to install GFI WebMonitor in Simple Proxy mode.
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CHAPTER DESCRIPTION

Chapter 5 Launching GFlI WebMonitor
Provides a high-level overview of the user console.

Chapter 6 Miscellaneous
Provides information on topics that do not strictly fall within other chapters.

Chapter 7 Troubleshooting

Provides all the necessary information on how to deal with any problems encountered
while using GFI WebMonitor. Also provides extensive support information.

Chapter 8 Glossary
Defines technical terms used within GFI WebMonitor.

1.2.1 Administration and Configuration Manual

Detailed administration and configuration guidelines are provided in the Administration and
Configuration Manual that is installed with the product or separately downloadable from the GFI
website at http://www.gfi.com/products/gfi-webmonitor/manual.

1.3 Terms Used in This Manual

The following terms are used in this manual:

DESCRIPTION

= Additional information and references essential for the operation of GFI WebMonitor.

=3
Important notifications and cautions regarding potential issues that are commonly
encountered.

> Step by step navigational instructions to access a specific function.

Bold text Items to select such as nodes, menu options or command buttons.

<[talic text> Parameters and values that you must replace with the applicable value, such as custom
paths and filenames.

For any technical terms and their definitions as used in this manual, refer to the Glossary
chapter in this manual.

1.4 GFl WebMonitor Editions

GFI WebMonitor is available in three editions. Each edition caters for system administrators with
different requirements:

» WebFilter Edition: Filters web traffic and website use per user(s), group(s) and/or IP(s) and
manages Internet access during specific periods, based on web categories defined within its
built-in WebGrade database.

» WebSecurity Edition: Provides a high degree of web security for downloaded web traffic.
This is achieved through the built-in download control module and multiple anti-virus and
anti-spyware engines.

» Unified Protection Edition: Provides all the features of the WebFilter Edition and the
WebSecurity Edition in a single package.

2 o GFl WebMonitor 2011 Introduction



1.5 GFl WebMonitor Licensing

For more information about licensing, refer to GFI Software Ltd. website at:
http://www.gfi.com/products/gfi-webmonitor/pricing/licensing

For more information on how GFI WebMonitor counts users for licensing purposes, refer to
Knowledge Base article:

http://kbase.gfi.com/showarticle.asp?id=KBID003528.

Introduction GFI WebMonitor 2011 3
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2 About GFI WebMonitor

2.1 How Does GFlI WebMonitor Work?
‘ 2903

BlacklistiWhitelist filtering e WebSecurity

miodule

Dowmnbcad Control

— WebFilter
module Anti-Virus Scans
WahGrade
Database

Anti-Phishing
Engine

GFI WebMonitor =

Figure 2 - How does GFI WebMonitor work?

o Request initiation: Users request a webpage or a download from the Internet. The incoming
traffic generated by the user’s request is forwarded to GFl WebMonitor.

e Blacklist/Whitelist filtering: The internal GFl WebMonitor blacklist/whitelist filtering
mechanism analyzes the user ID, IP address and requested URLs, taking the following actions:

ACTION DESCRIPTION
Blocks web traffic requests » by blacklisted users and/or IP addresses, or

»  to access blacklisted URLs

Automatically allows web traffic requests » by whitelisted users and/or IP addresses, or
»  to access whitelisted URLs

Forwards web traffic requests (to the WebFilter » by users and/or IP addresses that are neither

module) blacklisted nor whitelisted

»  to access URLs that are neither blacklisted nor
whitelisted.

9 WebFilter module: Analyzes web traffic received from the blacklist/whitelist filtering
mechanism against a list of categories stored in GFl WebMonitor’s WebGrade database. These
categories are used to classify and then filter web pages requested by users.

For more information about these categories, refer to Knowledge Base article:
http://kbase.gfi.com/showarticle.asp?id=KBID003165.

About GFI WebMonitor GFI WebMonitor 2011 5


http://kbase.gfi.com/showarticle.asp?id=KBID003165

Web traffic is blocked, allowed or quarantined according to configured policies. Quarantined
web traffic can be manually approved or rejected by the administrators according to the user’s
needs and requirements. Approved quarantined URLs are moved in a temporary whitelist; a
mechanism used to approve access to a site for a user or IP address for a temporary period.

— | The WebFilter module is only available in the WebFilter Edition and the Unified
.—.1 Protection Edition of GFl WebMonitor. In the WebSecurity Edition, web traffic is
sent directly from the whitelist/blacklist filtering mechanism to the WebSecurity
module.

0 WebSecurity module: Analyzes web traffic through the download control module and scans
incoming web traffic for viruses, spyware and other malware.

Infected material is allowed, blocked and quarantined or blocked and deleted according to the
configured policies. Web traffic is also scanned for phishing material against a list of phishing
sites stored in the updatable database of phishing sites. Web traffic generated from a known
phishing element is rejected while approved web material is forwarded to the user.

= The WebSecurity module is only available in the WebSecurity Edition and Unified
—.1  Protection Edition of GFI WebMonitor. In the WebFilter Edition, WebSecurity
processing is not performed, and web traffic is forwarded on to the user.

Forwarding of approved web material by GFI WebMonitor to the user
depends on the network environment; that is, where GFl WebMonitor is
installed.

2.2 How to Deploy GFlI WebMonitor

2.2.1 Introduction

GFI WebMonitor deployment depends on the network infrastructure and the network role of the
machine where GFl WebMonitor is to be installed. The following diagram is aimed to help you
choose the correct GFlI WebMonitor installation mode to suit your environment.

Install GFI
WebMonitor

Do | have
No a server
configured
as an internet
gateway?
Yes
Do | have -
a router that supports port cgz:‘:g“:: ::]e
blacking or Internet Gataway
traffic forwarding?
Y Y
Install GFI Install GFI
WebMonitor in WebMonitor in
Simple Proxy Mode Gateway Mode

Figure 3 - Choosing your environment flow chart
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2.2.2 Internet Gateway Environment

Install GFI WebMonitor in Gateway mode when an internet gateway is used by client machines to
access the internet. GFI WebMonitor can be installed on the internet gateway machine to filter
and process all outgoing/incoming HTTP/HTTPS traffic generated from/to user machines.

&N

End User

AN

End User GFI WebMonitor

&N

End User

Client Traffic

Figure 4 - GFI WebMonitor installed on a gateway machine

To install GFI WebMonitor on an Internet gateway, refer to the Installing in Gateway Mode
chapter in this manual.

2.2.3 Simple Proxy Environment

Install GFI WebMonitor in Gateway mode when using a router/gateway for port blocking or
traffic forwarding.

Port Blocking

The router/gateway must be configured to allow both HTTP/HTTPS traffic generated from GFlI
WebMonitor machine and Non-HTTP/HTTPS traffic generated from client machines. In addition,
it must also block HTTP/HTTPS traffic generated from client machines.

— | Client machines must be configured to use the GFI WebMonitor machine as the
\—.1 default proxy server.
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[N

End User Internet Gateway

8 i Non-HTTR/HTTPS

Filtered traffic

3 traffic

Clients
HTTRHTTPS
End User Traffic
Filtered
HTTP/HTTPS
Traffic
End User

GFI WebMonitor

Figure 5 - GFI WebMonitor installed on a proxy machine connected to a router supporting port blocking

Traffic Forwarding

The router/gateway must be configured to allow outgoing web traffic generated by GFI
WebMonitor only. In addition, it must forward client HTTP/HTTPS traffic to GFI WebMonitor.

Ny

End User Internet Gateway

8 |§ @ Filtered traffic
-
GFl WebMonitor
End User Traffic HTTP/HTTPS traffic
is forwarded to
& |§ GFI WebMonitor Proxy
End User

GFI WebMonitor

Figure 6 - GFI WebMonitor installed on a proxy machine connected to a router supporting traffic forwarding
To install GFI WebMonitor on a proxy server, refer to the Installing in Simple Proxy Mode chapter
in this manual.
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3 Installing in Gateway Mode

3.1 Introduction

This chapter provides you with information related to the installation of GFI WebMonitor on a
machine configured as an Internet Gateway.

3.2 System Requirements

3.2.1 Software

Supported Operating Systems »  Microsoft Windows Server 2003 (x86)

»  Microsoft Windows Server 2008 (x86 or x64)
»  Microsoft Windows Server 2008 R2 (x64)

»  Microsoft Windows XP SP2

»  Microsoft Windows Vista

»  Microsoft Windows 7

Other required components »  Microsoft Internet Explorer 7 or later
»  Microsoft.NET Framework 2.0
»  Microsoft Message Queuing Service (MSMQ)

»  Routing and Remote Access configuration on Microsoft
Windows Server 2003/2008

»  Microsoft SQL Server 2000 or later (for reporting
purposes)

3.2.2 Hardware

Minimum hardware requirements depend on the GFI WebMonitor edition.

HARDWARE REQUIREMENTS
All Editions »  Two Network Interface Cards
WebFilter Edition »  Processor: 2.0 GHz

»  RAM: 1 GB (Recommended 4GB)
»  Hard disk: 2 GB of available disk space

WebSecurity Edition »  Processor: 2.0 GHz
RAM: 1 GB (Recommended 4GB)
Hard disk: 10 GB of available disk space

Unified Protection Edition »  Processor: 2.0 GHz
»  RAM: 2 GB (Recommended 4GB)
»  Hard disk: 12 GB of available disk space

=3 Allocation of hard disk space depends on your environment. The size specified
=¥ in the requirements is the minimum required to install and use GFl
WebMonitor. The recommended size is between 150 and 250GB.

Installing in Gateway Mode GFI WebMonitor 2011 9



3.3 Installation

3.3.1 Pre-requisites

Before installing GFl WebMonitor on an Internet Gateway Server, ensure that:

1. Client machines are configured to use the server as the default internet gateway.
2. The server’s network cards are connected:

» one to the internal network (LAN)

» one to the external network (WAN).

3. Start Routing and Remote Access service if installing GFI WebMonitor on Microsoft Windows
Server 2003 or Microsoft Windows Server 2008. For more information, refer to the Configuring
Routing and Remote Access section in this manual.

4. Ensure that the listening port (default 8080) is not blocked by your firewall. For more
information on how to enable firewall ports on Microsoft Windows Firewall, refer to
http://kbase.gfi.com/showarticle.asp?id=KBID003879

3.3.2 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/pages/webmon-selection-download.asp. The upgrade procedure is similar
to the installation procedure. For more information, refer to the Installation Procedure section
in this chapter.

it is recommended to uninstall the previous version before installing the
new one.

& If installing a new version of GFI WebMonitor on a different infrastructure,

3.3.3 Installation Procedure
Run the installer as a user with administrative privileges on the target machine.
1. Double click the GFI WebMonitor executable file.

2. If the current version of Microsoft .NET Framework is not compatible with the required
version, a warning dialog will be displayed. Click OK. This will stop the installation process.
Install the required Microsoft .NET Framework version and start the installation of GFI
WebMonitor again.

3. Choose whether you want the installation wizard to search for a newer build of GFI
WebMonitor on the GFI website and click Next.

4. Read the licensing agreement. To proceed with the installation select | accept the terms in
the license agreement and click Next.

10 e GFI WebMonitor 2011 Installing in Gateway Mode
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i'e!:" GFEI WebMonitor 2011 - InstallShield Wizard

WebMonitor Configuration - Access Permissions
Specify who will be able ko access the GFI WebMaonitor Web inkerface,

By default only an administrator logoed in on this computer will be authorized to access the GFI
WebMonitor web interface. GFI WebMonitor can be configured to allow other users/computers
ko access its web based interface ower the network,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor;

127.0.0.1;192,1658.3.51,;192.168.200.7;192. 163, 3.51

MOTE: Specify usernamels) in the format DOMAIM|Username,
MOTE: The IP of this compuker is already added to the access permission lisk,

MOTE: You can specify maore than one userfcomputer, Separate entries with a semicalon () eqg.
127.0.0.1;COMPANY \user 1 COMPANY \User2; 172.16.135. 16

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 1 - Installation: Access Permissions

5. Key in the user name or the IP address that will be used to access the web interface of GFI
WebMonitor and click Next.

— | More than one user or machine can be specified. Separate entries with
— 1 semicolons ;’

i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Customer Information
Please enter your infaormation,

User Mame:

|Eh:||:- Jones

Qrganizakion:

|m';.=C|:|mpany

License key:

|E~.faluati|:|n

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 2 - Installation: Customer Information

6. Key in the User Name and Organization. If you have a license key, update the License Key
details and click Next.

— | The license key can be keyed in after installation or expiration of the evaluation
—1 period of GFI WebMonitor. For more information, refer to the Entering Your
License Key After Installation section in this manual.

Installing in Gateway Mode GFI WebMonitor 2011 e 11



i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Service Logon Information
The Fallowing logon information is used by the WebManikar Service

The GFI WebMaonitor service needs ko run with administr ative privileges for proper
functionality. Please enter the username and password of an account with administrative
privileges. Please make sure that the account is active and does not have the password set to
expire, For domains, user names must be in the format of DOMAINUsertame.,

ser Mame: |au:|mini5tratu:ur

Password: |**********

MOTE: The username and password provided musk have "Logon As Service” rights, IF it doesn't
it will be switched OM automatically for the specified account, These credentials will only be
used to create and run as new service in the services control panel.

[ = Back ” Mexk = ] [ Cancel ]

Screenshot 3 - Installation: Service Logon Information

7. Key in the logon credentials of an account with administrative privileges and click Next.

The user account must have Log on as a service rights; otherwise, rights are
= automatically assigned. For more information, refer to the Assigning Log On As A
Service Rights section in this manual.

i'e!:" GFEI WebMonitor 2011 - InstallShield Wizard

Mail Settings
Enker administrator email and SMTP mail server setkings

Please enter the details of the SMTP server and email address that are to be used by GFI
WebMonitor 2011 For email reparting.

From: lwebMonitor@127.0.0.1

To: |Administratnr@12?.ﬂ.ﬂ. 1

SMTP Server: |12?.III.IZI.1 Port: |25

[ Verify Mail Settings ]

[ < Back ” Mexk = ] [ Cancel ]

Screenshot 4 - Installation: Mail Settings

8. Provide the SMTP mail server details and email address to which administrator notifications
will be sent.

Optionally click Verify Mail Settings to send a test email. Click Next.
9. Click Next to install in default location or click Change to change installation path.

10. If the Microsoft Message Queuing Service (MSMQ) is not installed, a message will prompt the
user that the installation requirements have not been met. Click Next to install the service
automatically.
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11. Click Install to start the installation, and wait for the installation to complete.
12. Click Finish to finalize setup.

13. After the installation, GFI WebMonitor Configuration Wizard is launched automatically. This
will help you configure the server in gateway mode.

14. In the welcome screen, click Next.
15. Select Gateway mode as your network environment and click Next.

16. In the Current Gateway Configuration screen, select the internal network card and click
Next.

17. Click Finish to apply settings.

3.3.4 Launching GFI WebMonitor
There are 2 options for launching the GFI WebMonitor web console:

» Option 1: click Start » Programs » GFl WebMonitor » GFI WebMonitor. Further
information can be found in the section entitled Launching GFI WebMonitor in this document.

» QOption 2: Key in the URL http://monitor.isa in a web browser on the same machine.

— | If using the GFI WebMonitor through the web browser interface on the same
— 1 machine, Internet Explorer must be configured to use a proxy server. For more
information refer to Microsoft Internet Explorer section in this manual.

To launch GFl WebMonitor installation from machines of users and/or IP addresses that were
allowed access to the application during installation:

» Key in the URL http://monitor.isa in a web browser from their machine. The Internet browser
must be configured to use specific proxy settings to enable this access.

3.4 Post-installation Actions: Configure Proxy Settings

Configure the user machines to use GFI WebMonitor machine as the default proxy. This can be
achieved by:

» Option 1: Configuring the client machines using the Group Policy object (GPO) feature within
the Active Directory.

» Option 2: Configuring Internet browsers to use specific proxy settings on each client machine
manually.

— | The client internet browser can be configured to detect the proxy settings
.—.1 automatically. This is possible if WPAD is enabled in GFI WebMonitor proxy
settings. For more information, refer to the Enabling WPAD in Proxy Settings
section in this manual.

3.4.1 Configuring GFI WebMonitor Machine as the Default Proxy Using GPO in
Microsoft Windows Server 2003

To configure the Proxy Settings on all client machines to use GFl WebMonitor as a proxy server
through Microsoft Windows Server 2003 GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and
Computers on the Domain Controller.

2. Under the domain node, right-click the organizational unit where you wish to apply the group
policy and click Properties.

Installing in Gateway Mode GFI WebMonitor 2011 ¢ 13
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=7 domain node directly and click Properties.

masterdomain.com Properties ﬂ |

Generall Managed By Group Palicy |

to the Group Policy

Ta improve Group Policy management | upoar,

M anagement Conzole [GPMLC].

i
Current Group Palicy Object Links for masterdomain
S

| Mo Overnde | Dizabled |

Group Policy Object Links
Default Cromain Palicy

Group Palicy Objects higher in the lizt have the highest priarity.
Thiz list obtained from: win2k3zery. masterdomain. com

New | add. | Edt | s

Options... | Delete... | Properties | [N |

™ BElock Policy inheritance

Carnicel | Smply |

o |

Screenshot 5 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit.

'fii Group Policy Dbject Editor

File  Action Wiew Help

— | To apply the group policy to all the computers on the domain, right-click on the

M= E3

- | BE B 2E

| Descripkion |

_E—j‘ Default Domain Policy [winzk3sery.masterdomain.com] Poli | Mame
E‘@ Computer Configuration %Bruwser User Interface
¢ @-[[] Software Settings Ll Cornection

[:l Windows Settings fEURLs
: -2 Administrative Templates Egjﬁecurit'y'
EI@ User Configuration Prl:lgrarns

&+ Software Settings

E|[:| Windows Settings

¢ Lgf pemote Installstion Services

|| Scripts {Logon/Lagaff)
Sl Security Settings

[-(_]] Falder Redirection
i ‘m Internet Explorer Maintenance
[:l Adrminiskrative Templates

< | ol

Title, bitmaps, logos, etc.
Connection settings, prosy and ...
Favorites, Links and Impartant ...
Zones & Ratings and Authenticode
Default program settings and ex...

Screenshot 6 - GPO Editor window

5. Expand User Configuration » Windows Settings » Internet Explorer Maintenance »
Connection and double-click Proxy Settings to open the Proxy Settings dialog.
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erdine N < |

Proxy Setkings |

‘fou can specify what proxy servers, if any, wou wank wour users ko conneck ko, Use semicolons { ;3 ko
separake entries.

v ;gnal:ule progy sekkingst

—Proxy Servers — Exceptions
Address of proxy Fark Do nok Use prasy server Far
1 wrte: 1921685110 . Is0e0 | addresses beqginning with:
2, Secure: [192.168.5.10 | Boan =
3.FTR:  [1921685110 : [a0e0 |
4, Gopher: |1 52168510 : | B0E0
5. Socks: |1E|2.1EE=.5.1EI : |=3|:u3|:| =
v Do not use proxy server For
[~ Use the same prosy server For all addresses lacal (inkranet) addresses.,

Ik I Zancel | Spmly Help

Screenshot 7 - Proxy Settings dialog

6. Check Enable proxy settings checkbox.
7. Uncheck Use the same proxy server for all addresses checkbox.

8. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

9. Click OK to apply changes.

10. Close all open windows.

3.4.2 Configuring GFI WebMonitor Machine as the Default Proxy Using GPO in
Microsoft Windows Server 2008

To configure the Proxy Settings on all client machines to use GFl WebMonitor as a proxy server
through Microsoft Windows Server 2008 GPO:

1. In command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File » Add/Remove Snap-in... to open the Add or
Remove Snap-ins window.
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Add or Remove Snap-ins |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor ﬂ | Console Root Edit Extensions... |
..J:‘,JIDevice Manager Microsoft! A Group Policy Management
1= Disk Management Microsoft e |
£ DNS Microsaft
Event Viewer Microsoft 1 Moye Up |
£3 Exchange Server 2007 Microsoft
~ Folder Microsoft i Mowve Down |

}LGroup Paolicy Management Microsoft Add > |

ﬁ_" Group Policy Management E... Microsofti
d_; Group Policy Object Editor Microsoft |
ﬁ_" Group Policy Starter GPO Ed... Microsoft!
P'J Internet Information Servic... Microsofti
,'E‘I'Internet Information Servic...

vy [P Security Monitor Microsoft 1.7
4 | 3 Advanced...

Description:

© 2007 Microsoft Corpaoration. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or mare forests.

oK I Cancel |

Screenshot 8 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins list, and click Add.
4. Click OK.

= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File —Action View Favorites Window Help |-|E’|§|

o A EalN=RENEN * Mo
| Console Root

= ;’-‘l Group Policy Management . ) . - - -
= _ﬁ Forest: tachcom.com Linked Group Policy Objects |Group Policy Inhentance I Delegation I

techcom_com

& 55 Domains Link Order = | GPO | Enforced | Link Enabled | GPO

=h= tE"':':'"-"':':'"-' 1 i/ Defautt Domain Policy Mo Yes Enab
=z Default Domain Policy

3| Domain Controllers

3 | Microsoft Exchange Secu
=t Group Policy Objects

5 WMI Filters

]| Starter GPOs

N | 5 <] I i

Screenshot 9 - Console Root domain window

HEHEEH

5. Expand Group Policy Management » Forest » Domains and <domain>, then select the
organizational unit where you wish to apply the group policy.

— | To apply the group policy to all the computers on the domain, select the domain
\—.1 node directly.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management
Editor.
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File  Action View Help

o= Hm=H

_: Default Domain Policy [TECHCOMO2, TECHCOM.COM] Palicy | Name | Description |

s Computer Configuration @Connecﬁon Settings Settings for connection settings

=] V.e_-, US_E" Configuration @Aummaﬁc Browser Configurat... Settings for automatic browser ...
=l [ Policies &gl Proxy Settings Settings for proxy

| Software Settings
B[] Windows Settings
?ﬂ; Remote Installation Services
= Scripts (Logon/Logoff)
Security Settings
(L7 Folder Redirection
% Policy-based QoS5

@User Agent String Settings for user agent string

= Internet Explorer Maintenance
Browser User Interface

Connection

i URLs
B ] Security
ﬁl Programs

| Administrative Templates: Policy definitions (AD
~| Preferences

4] | i

Screenshot 10 - GPO Editor window

7. Expand User Configuration » Policies » Windows Settings » Internet Explorer
Maintenance » Connection and double-click Proxy Settings to open the Proxy Settings dialog.

Ce s < |

Proxy Settings |

‘You can spedfy what proxy servers, if any, you want your users to connect to. Use semicolons (; ) to
separate enfries. Gopher cannot be customized in Internet Explorer 7.

¥ Enable proxy settings

—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for
. ) I.I52 1685110 ) I 3080 | addresses beginning with:
S |1 92.168.5.10 : | 8080 =
3. FTP: |192.153.5.11u : |ausn
4, Gopher: |152.1EE-.5.'|D : IBDBIZI
5. Socks: |152.1Es.5.1|:1 : |susn =
¥ Do notuse proxy server for
[~ Use the same proxy server for all addresses local (intranet) addresses.

QK I Cancel | Spply Help

Screenshot 11 - Proxy Settings dialog

8. Check Enable proxy settings checkbox.
9. Uncheck Use the same proxy server for all addresses checkbox.

10. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

11. Click OK to apply changes
12. Close Proxy Settings dialog.

13. Close Group Policy Management Editor dialog and save the management console.
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& When using Active Directory, the administrator can disable the Internet
connection settings tab from the client machines. For more information,
refer to the Disabling Internet Connections Settings on Client Machines section
in this manual.

3.4.3 Configuring Internet Browsers to Use a Proxy Server

You can also configure each individual user machine manually to set the GFI WebMonitor
machine as the default proxy. This section shows how to configure proxy settings in the most
commonly used internet browsers.

Microsoft Internet Explorer
1. Launch Microsoft Internet Explorer.
2. From the Tools menu, choose Internet Options and select the Connections tab.

3. Click LAN settings button.

Local Area Network (LAN) Settings E]@

Automatic configuration

Automatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | mvprosy Part: | G030

[ |Bypass proxy server For local addresses

[ Ok ][ Cancel ]

Screenshot 12 - LAN Settings dialog

4. Check Use a proxy server for your LAN checkbox.

5. Key in the proxy server name or IP address of the GFI WebMonitor machine and the port used
(Default 8080) in the Address and Port text boxes.

— | If WPAD is enabled in GFI WebMonitor proxy settings check the Automatically
— .1 detect settings checkbox in the Automatic configuration area. For more
information, refer to the Enabling WPAD in Proxy Settings section in this manual.

6. Click OK to close LAN Settings dialog.
7. Click OK to close Internet Options dialog.
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Mozilla Firefox
1. Launch Mozilla Firefox.

2. Click Tools » Options » Advanced tab » Network tab.

Options - [z|

Main Tabs Content  Applications  Privacy  Secority  Adwanced

Connection

Caonfigure haw Firefox connecks ba the Internet Settings...

Cffline Storage

s up ko g0 : ME of space for the cache Clear Mo
Tell me when a website asks to store data For offline use Excepkions...

The Following websites have stored data for affline use:

Ik l ’ Cancel ] ’ Help

Screenshot 13 - Mozilla Firefox: Options dialog

3. Click Settings button to open the Connection Settings dialog.
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X

Connection Settings

Configure Proxies to Access the Inkernet
() Mo proxy
() Auto-detect prowy settings For this network.

{(#) Manual praxy configuration:

HTTP Proxy: | 192.168.5.110 | Port: | BoE0
[ ] Use this proxy server for all protocals

S5LProxy: | 192,168.5.10 | Port: | BoE0 o

ETP Proxy: | 192.168.5.110 | Port: | s0ED o

Gopher Proxy: | 192.168.5.10 | Port: | Bom0

SOCKS Host: | 192,168.5.10 | Port: | goE0 o

() SOCKS wd (3) SOCKS vS

Mo Prosey For: | localhost, 127.0.0.1] |
Example: .mozila.org, .net.nz, 192, 168.1.0/24

{:} Autamatic prosy configurakion LIRL:

I (04 l [ Zancel ] [ Help

Screenshot 14 - Mozilla Firefox: Connection Settings dialog

4. Select Manual proxy configuration.
5. Uncheck Use this proxy server for all protocols checkbox.

6. Key in the proxy server IP address and the port used (Default 8080) in the HTTP Proxy, FTP
Proxy and related Port text boxes.

— | If WPAD is enabled in GFI WebMonitor proxy settings, select Auto-detect proxy
—.1 settings for this network. For more information, refer to the Enabling WPAD in
Proxy Settings section in this manual.

7. Click OK to close Connection Settings dialog.

8. Click OK to close Options dialog.
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Google Chrome

1. Launch Google Chrome.

@ Goaqgle Chrome
C | | ¥ htp/itocls.google.com chrome;int/en/welcome.himl P O~ | F~
[ Customize Links [ ] Free Hotmal [ ) Windows Marketplace [ Windows Media [ e téb (Slitazl
e window Chrl+R
[ e incognito windoey Chrl+-3hift+M
Gomg e C h ro m e v Blways show bookmarks bar Chr+B
Full screen F11
What makes Google Chrome different :
Histary Ctrl+H
Bookmark manager Chrl+-3hift+6
| One box for everything Downloads Chrh]
e Clear browsing data, .. CtrH-Shift+Del
Mok o Moy Impart bookmarks & settings...
Mew Tab page G |cnwm«mww
(M)JPS Seanch Googhe x Bome: b Options
Search hllgﬂl
L * == About Google Chrome
Application shortcuts - Help F1

Exit

View all features £~ T TP R - ; e P
& il | ]
Screenshot 15 - Google Chrome: Customize and Control Google Chrome menu

2. Click Customize and Control Google Chrome » Options.

S
Google Chrome Options %
| Basics | Minor Tweaks | Under the Hood l
| Al all cookies w | |
Metwork

Set up a prowy ko conneck ko the nebwaork,

[ Change proxy settings

Web Content
Motify me when a pop-up is blocked

Google Gears: [ Change Google Gears settings

Security

You hawe chosen ko open certain file bypes automatically after dovnloading,
You can clear these settings so that downloaded files don't open automaticals, 22

[ Reset to defaulks

Screenshot 16 - Google Chrome: Under the Hood tab

3. In the Google Chrome Options dialog, click Under the Hood tab.

4. Click Change proxy settings button to open Internet Properties dialog.
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5. Select the Connections tab.

6. Click LAN settings button.

Local Area Network [LAN) Settings

Butomatic configuration

Autamatic configuration may override manual setkings. To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: | mvprosy Part: | G030

[ ]Bvpass proxy server for local addresses

[ Ok ][ Cancel ]

Screenshot 17 - LAN Settings dialog

7. Check Use a proxy server for your LAN checkbox.

8. Key in the proxy server name or IP address and the port used (Default 8080) in the Address
and Port text boxes.

— | If WPAD is enabled in GFl WebMonitor proxy settings check the Automatically
—.1 detect settings checkbox in the Automatic configuration area. For more
information, refer to the Enabling WPAD in Proxy Settings section in this manual.

9. Click OK to close LAN Settings dialog.
10. Click OK to close Internet Options dialog.
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4 Installing in Simple Proxy Mode

4.1 Introduction

This chapter provides you with information related to the installation of GFI WebMonitor on a
machine configured as a Proxy server.

4.2 System Requirements

4.2.1 Software

GFl WebMonitor in Simple Proxy mode can be installed on:

Supported Operating Systems »  Microsoft Windows Server 2003 (x86)

»  Microsoft Windows Server 2008 (x86 or x64)
»  Microsoft Windows Server 2008 R2 (x64)

»  Microsoft Windows XP SP2

»  Microsoft Windows Vista

»  Microsoft Windows 7

Other required components »  Microsoft Internet Explorer 7 or later
»  Microsoft.NET Framework 2.0
»  Microsoft Message Queuing Service (MSMQ)

»  Microsoft SQL Server 2000 or later (for reporting
purposes)

4.2.2 Hardware

Minimum hardware requirements depend on the GFl WebMonitor edition.

HARDWARE REQUIREMENTS
All Editions »  Router/gateway that supports traffic forwarding or port
blocking
WebFilter Edition »  Processor: 2.0 GHz

»  RAM: 1 GB (Recommended 4GB)
»  Hard disk: 2 GB of available disk space

WebSecurity Edition »  Processor: 2.0 GHz
RAM: 1 GB (Recommended 4GB)
»  Hard disk: 10 GB of available disk space
Unified Protection Edition »  Processor: 2.0 GHz
»  RAM: 2 GB (Recommended 4GB)
»  Hard disk: 12 GB of available disk space

— | Allocation of hard disk space depends on your environment. The size specified in
— 1 the requirements is the minimum required to install and use GFl WebMonitor.
The recommended size is between 150 and 250GB.
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4.3 Installation

4.3.1 Pre-requisites

Before installing GFl WebMonitor on a Proxy server, the router/gateway must be configured to:
» Block all outgoing HTTP/HTTPS traffic generated from the client machines

» Allow outgoing HTTP/HTTPS traffic generated by GFl WebMonitor only

»  Allow Non-HTTP/HTTPS traffic generated from client machines.

In this environment, traffic forwarding can be used to forward HTTP/HTTPS traffic from the
client machines to GFI WebMonitor machine. For more information, refer to the Configuring
Commonly Used Routers section in this manual.

4. Ensure that the listening port (default 8080) is not blocked by your firewall. For more
information on how to enable firewall ports on Microsoft Windows Firewall, refer to
http://kbase.gfi.com/showarticle.asp?id=KBID003879

4.3.2 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/pages/webmon-selection-download.asp.

= The upgrade process is similar to the installation instructions. For more
— 1 information, refer to the Installation Procedure section in this chapter.

If installing a new version of GFI WebMonitor on a different infrastructure, it
is recommended to uninstall GFI WebMonitor before installing the new
version.

4.3.3 Installation Procedure
Run the installer as a user with administrative privileges on the target machine.
1. Double click the GFI WebMonitor executable file.

2. If the current version of Microsoft .NET Framework is not compatible with the required
version, a warning dialog will be displayed. Click OK. This will stop the installation process.
Install the required Microsoft .NET Framework version and start the installation of GFl
WebMonitor again.

3. Choose whether you want the installation wizard to search for a newer build of GFI
WebMonitor on the GFI website and click Next.

4. Read the licensing agreement. To proceed with the installation select | accept the terms in
the license agreement and click Next.
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i'e!:" GFEI WebMonitor 2011 - InstallShield Wizard

WebMonitor Configuration - Access Permissions
Specify who will be able ko access the GFI WebMaonitor Web inkerface,

By default only an administrator logoed in on this computer will be authorized to access the GFI
WebMonitor web interface. GFI WebMonitor can be configured to allow other users/computers
ko access its web based interface ower the network,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor;

127.0.0.1;192,1658.3.51,;192.168.200.7;192. 163, 3.51

MOTE: Specify usernamels) in the format DOMAIM|Username,
MOTE: The IP of this compuker is already added to the access permission lisk,

MOTE: You can specify maore than one userfcomputer, Separate entries with a semicalon () eqg.
127.0.0.1;COMPANY \user 1 COMPANY \User2; 172.16.135. 16

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 18 - Installation: Access Permissions

5. Key in the user name or the IP address that will be used to access the web interface of GFI
WebMonitor and click Next.

— | More than one user or machine can be specified. Separate entries with
— 1 semicolons ;’

i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Customer Information
Please enter your infaormation,

User Mame:

|Eh:||:- Jones

Qrganizakion:

|m';.=C|:|mpany

License key:

|E~.faluati|:|n

[ < Back. ” Mexk = ] [ Cancel ]

Screenshot 19 - Installation: Customer Information

6. Key in the User Name and Organization. If you have a license key, update the License Key
details and click Next.

— | The license key can be keyed in after installation or expiration of the evaluation
— 1 period of GFI WebMonitor. For more information, refer to the Entering Your
License Key After Installation section in this manual.
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i'.z!:" GEI WebMonitor 2011 - InstallShield Wizard

Service Logon Information
The Fallowing logon information is used by the WebManikar Service

The GFI WebMaonitor service needs ko run with administr ative privileges for proper
functionality. Please enter the username and password of an account with administrative
privileges. Please make sure that the account is active and does not have the password set to
expire, For domains, user names must be in the format of DOMAINUsertame.,

ser Mame: |au:|mini5tratu:ur

Password: |**********

MOTE: The username and password provided musk have "Logon As Service” rights, IF it doesn't
it will be switched OM automatically for the specified account, These credentials will only be
used to create and run as new service in the services control panel.

[ = Back ” Mexk = ] [ Cancel ]

Screenshot 20 - Installation: Service Logon Information

7. Key in the logon credentials of an account with administrative privileges and click Next.

— | The user account must have Log on as a service rights. For more information,
—.1 refer to the Assigning Log On As A Service Rights section in this manual.

i'e!;" GEI WebMonitor 2011 - InstallShield Wizard

Mail Settings
Enker administrator email and SMTP mail server setkings

Please enter the details of the SMTP server and email address that are to be used by GFI
WebMonitor 2011 For email reparting.

From: lwebMonitor@127.0.0.1

To: |Administratnr@12?.ﬂ.ﬂ. 1

SMTP Server: |12?.III.IZI.1 Port: |25

[ Verify Mail Settings ]

[ < Back ” Mext = ] [ Cancel ]

Screenshot 21 - Installation: Mail Settings

8. Provide the SMTP mail server details and email address to which administrator notifications
will be sent. Select Verify Mail Settings to send a test email. Click Next.

9. Click Next to install in default location or click Change to change installation path.

10. If the Microsoft Message Queuing Service (MSMQ) is not installed, a message will prompt the
user that the installation requirements have not been met. Click Next to install the service
automatically.

11. Click Install to start the installation and wait for the installation to complete.
12. Click Finish.
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13. After the installation, GFI WebMonitor Configuration Wizard is launched automatically. This
will help you configure the server in simple proxy mode.

14. In the welcome screen, click Next.

15. Select Simple proxy mode as your network environment and click Next.

— | To view help on how to configure most commonly used routers, select the Click
— 1 here link. For more information, refer to the Configuring Commonly Used Routers
section in this manual.

16. Click Finish to apply proxy settings.

4.3.4 Post-installation Test
To test the installation from the machine where GFI WebMonitor was installed:

» QOption 1: Click Start » Programs » GFl WebMonitor » GFI WebMonitor. Further
information can be found in the section entitled Launching GFI WebMonitor in this document.

» QOption 2: Key in the URL http://monitor.isa in a web browser on the same machine.

— | If using the GFI WebMonitor through the web browser interface on the same
— 1 machine, Internet Explorer must be configured to use a proxy server. For more
information refer to Microsoft Internet Explorer section in this manual.

To test GFl WebMonitor installation from machines of users and/or IP addresses that were
allowed access to the application during installation:

» Key in the URL http://monitor.isa in a web browser from their machine. The Internet browser
must be configured to use specific proxy settings to enable this access.

4.4 Post-installation Actions: Configure Proxy Settings

Configure the user machines to use GFl WebMonitor machine as the default proxy. This can be
achieved by:

» Option 1: Configuring the client machines using the Group Policy object (GPO) feature within
the Active Directory.

» QOption 2: Configuring Internet browsers to use specific proxy settings on each client machine
manually.

— | If WPAD is enabled, the client internet browser can be configured to detect the
—1 proxy settings automatically. For more information, refer to the Enabling WPAD
in Proxy Settings section in this manual.

4.4.1 Configuring GFl WebMonitor Machine as the Default Proxy Using GPO in
Microsoft Windows Server 2003

To configure the Proxy Settings on all client machines to use GFl WebMonitor as a proxy server
through Microsoft Windows Server 2003 GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and
Computers on the Domain Controller.

2. Under the domain node, right-click the organizational unit where you wish to apply the group
policy and click Properties.

— | to apply the group policy to all the computers on the domain, right-click on the

|—.1 domain node directly and click Properties.
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http://monitor.isa/
http://monitor.isa/

masterdomain.com Properties [ 2] |

Generall b anaged By Group Palicy |

To improve Group Policy management, ypgrade o the Group Policy

kM anagement Conzole [GPMC).

i
Current Group Palicy Object Links for masterdomain
SRR

Group Policy Object Links | Mo Overnde | Dizabled |
Default Dromain Palicy

Group Palicy Objects higher in the lizt have the highest priarity.
Thiz izt abtained from: win2k3zery. masterdomain. com

New | agd. | Edt | s

Options... | Delete... | Properties | [N |

[ BElock Policy inheritance

k. I Canicel | Smply |

Screenshot 22 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit.

'fi Group Policy Dbject Editor M=] E3
File Action Wiew Help
& = | B ®
=} Defaulk Domain Policy [winzk3sery. masterdamain.com] Pali | HMame | Description |
E@ Computer Configuration @Bruwser User Interface Tite, bitmaps, logos, ete.
D Software Settings @Cnnnection Connection sektings, proxy and ...
[:l Windows Settings RS Favorites, Links and Important ...
-3 Admln!stratl*.v'e Templates S]Securitv Zones & Ratings and Authenticade
E@ User Configuration F‘ru:ugrarns Default programn sektings and ex...

[:l Software Settings
EID Windows Settings
i gl Remate Installation Services
|| Scripts {Logon/Logaff)
Hg Security Settings
F-(_] Folder Redirection
: '@ Internet Explorer Maintenance
[:l Administrative Templates

< | ol
| | |

Screenshot 23 - GPO Editor window

5. Expand User Configuration » Windows Settings » Internet Explorer Maintenance »
Connection and double-click Proxy Settings to open the Proxy Settings dialog.
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erdine N < |

Proxy Setkings |

‘fou can specify what proxy servers, if any, wou wank wour users ko conneck ko, Use semicolons { ;3 ko
separake entries.

v ;gnal:ule progy sekkingst

—Proxy Servers — Exceptions
Address of proxy Fark Do nok Use prasy server Far
1 wrte: 1921685110 . Is0e0 | addresses beqginning with:
2, Secure: [192.168.5.10 | Boan =
3.FTR:  [1921685110 : [a0e0 |
4, Gopher: |1 52168510 : | B0E0
5. Socks: |1E|2.1EE=.5.1EI : |=3|:u3|:| =
v Do not use proxy server For
[~ Use the same prosy server For all addresses lacal (inkranet) addresses.,

Ik I Zancel | Spmly Help

Screenshot 24 - Proxy Settings dialog

6. Check Enable proxy settings checkbox.
7. Uncheck Use the same proxy server for all addresses checkbox.

8. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

9. Click OK to apply changes.

10. Close all open windows.

4.4.2 Configuring GFl WebMonitor Machine as the Default Proxy Using GPO in
Microsoft Windows Server 2008

To configure the Proxy Settings on all client machines to use GFl WebMonitor as a proxy server
through Microsoft Windows Server 2008 GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File » Add/Remove Snap-in... to open the Add or
Remove Snap-ins window.

Installing in Simple Proxy Mode GFI WebMonitor 2011 e 29



Add or Remove Snap-ins |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor ﬂ | Console Root Edit Extensions... |
..J:‘,JIDevice Manager Microsoft! A Group Policy Management
1= Disk Management Microsoft e |
£ DNS Microsaft
Event Viewer Microsoft 1 Moye Up |
£3 Exchange Server 2007 Microsoft
~ Folder Microsoft i Mowve Down |

}LGroup Paolicy Management Microsoft Add > |

ﬁ_" Group Policy Management E... Microsofti
d_; Group Policy Object Editor Microsoft |
ﬁ_" Group Policy Starter GPO Ed... Microsoft!
P'J Internet Information Servic... Microsofti
,'E‘I'Internet Information Servic...

vy [P Security Monitor Microsoft 1.7
4 | 3 Advanced...

Description:

© 2007 Microsoft Corpaoration. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or mare forests.

oK I Cancel |

Screenshot 25 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins list, and click Add.
4. Click OK.

= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File —Action View Favorites Window Help |-|E’|§|

o A EalN=RENEN * Mo
| Console Root

= ;’-‘l Group Policy Management . ) . - - -
= _ﬁ Forest: tachcom.com Linked Group Policy Objects |Group Policy Inhentance I Delegation I

techcom_com

& 55 Domains Link Order = | GPO | Enforced | Link Enabled | GPO

=h= tE"':':'"-"':':'"-' 1 i/ Defautt Domain Policy Mo Yes Enab
=z Default Domain Policy

3| Domain Controllers

3 | Microsoft Exchange Secu
=t Group Policy Objects

5 WMI Filters

]| Starter GPOs

N | 5 <] I i

Screenshot 26 - Console Root domain window

HEHEEH

5. Expand Group Policy Management » Forest » Domains and <domain>, then select the
organizational unit where you wish to apply the group policy.

— | To apply the group policy to all the computers on the domain, select the domain
\—.1 node directly.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management
Editor.
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File  Action View Help

o= Hm=H

_: Default Domain Policy [TECHCOMO2, TECHCOM.COM] Palicy | Name | Description |

s Computer Configuration @Connecﬁon Settings Settings for connection settings

=] V.e_-, US_E" Configuration @Aummaﬁc Browser Configurat... Settings for automatic browser ...
=l [ Policies &gl Proxy Settings Settings for proxy

| Software Settings
B[] Windows Settings
?ﬂ; Remote Installation Services
= Scripts (Logon/Logoff)
Security Settings
(L7 Folder Redirection
% Policy-based QoS5

@User Agent String Settings for user agent string

= Internet Explorer Maintenance
Browser User Interface

Connection

i URLs
B ] Security
ﬁl Programs

| Administrative Templates: Policy definitions (AD
~| Preferences

4] | i

Screenshot 27 - GPO Editor window

7. Expand User Configuration » Policies » Windows Settings » Internet Explorer
Maintenance » Connection and double-click Proxy Settings to open the Proxy Settings dialog.

Ce s < |

Proxy Settings |

‘You can spedfy what proxy servers, if any, you want your users to connect to. Use semicolons (; ) to
separate enfries. Gopher cannot be customized in Internet Explorer 7.

¥ Enable proxy settings

—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for
. ) I.I52 1685110 ) I 3080 | addresses beginning with:
S |1 92.168.5.10 : | 8080 =
3. FTP: |192.153.5.11u : |ausn
4, Gopher: |152.1EE-.5.'|D : IBDBIZI
5. Socks: |152.1Es.5.1|:1 : |susn =
¥ Do notuse proxy server for
[~ Use the same proxy server for all addresses local (intranet) addresses.

QK I Cancel | Spply Help

Screenshot 28 - Proxy Settings dialog

8. Check Enable proxy settings checkbox.
9. Uncheck Use the same proxy server for all addresses checkbox.

10. Key in the proxy server IP address and the port used (Default 8080) in the HTTP and FTP text
boxes.

11. Click OK to apply changes
12. Close Proxy Settings dialog.

13. Close Group Policy Management Editor dialog and save the management console created.
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& When using Active Directory, the administrator can disable the Internet
connection settings tab from the client machines. For more information,
refer to the Disabling Internet Connections Settings on Client Machines section
in this manual.

4.4.3 Configuring Internet Browsers to Use a Proxy Server

You can also configure each individual user machine manually to set the GFI WebMonitor
machine as the default proxy. This section shows how to configure the most commonly used
Internet browsers to use a proxy server.

Microsoft Internet Explorer
1. Launch Microsoft Internet Explorer.
2. From the Tools menu, choose Internet Options and select the Connections tab.

3. Click LAN settings button.

Local Area Network [LAM) Settings @@

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use af manual setkings, disable aukamatic confiquration,

[ ] automatically detect settings

|:| IJse automatic configuration scripk

Proxy server

Use a prowy server for wour LAN (These settings will nok apply to
dial-up or YPM connections),

Address: | myproxy Port: | G030

[ ]Bypass proxy server For local addresses

[ Ok l[ Cancel ]

Screenshot 29 - LAN Settings dialog

4. Check Use a proxy server for your LAN checkbox.

5. Key in the proxy server name or IP address of the GFI WebMonitor machine and the port used
(Default 8080) in the Address and Port text boxes.

— | If WPAD is enabled in GFl WebMonitor proxy settings check the Automatically
—.1 detect settings checkbox in the Automatic configuration area. For more
information, refer to the Enabling WPAD in Proxy Settings section in this manual.

6. Click OK to close LAN Settings dialog.
7. Click OK to close Internet Options dialog.

Mozilla Firefox
1. Launch Mozilla Firefox.

2. Click Tools » Options » Advanced tab » Network tab.
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Options

DG w /& & 8 &

Main Tahs

Conktent  Applicakions  Privacy  Security  Advanced

]

K| Update | Encryption

Use up ta

Connection

Cffline Storage

Configure how Firefox connecks to the Internet Seftings...

e

50 o

ME of space for the cache Clear Mo

Tell me when a website asks to store data For offline use Excepkions...

The Following websites have stored data for affline use:

Ik l ’ Cancel ] ’ Help

Screenshot 30 - Mozilla Firefox: Options dialog

3. Click Settings button to open the Connection Settings dialog.

Connection Settings

Configure Proxies to Access the Inkernet
() Mo proxy
() Auka-detect prowy settings For this network

{(®) Manual proxy configuration:

%]

HTTP Proxy: | 192.168.5.110 | Port: | aom0 %

[ ] Use this proxy server For all protacals

Mo Procey For

SSL Proxeyt | 192,168.5.10 | Port: | soED o
ETP Proxy: | 192.168.5.110 | Port: | BoE0
Gopher Proxy: | 192.168.5.10 | Port: | s0ED o
SOCKS Host: | 192,168.5.10 | Port | BoE0 o

() SOCKS w4 (5) SOCKS v5

| localhost, 127.0.0.1] |

{:} Automatic procey configuration URL:

Example: .mozila.org, .net.nz, 192, 168.1.0/24

K l [ Cancel ] [ Help
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Screenshot 31 - Mozilla Firefox: Connection Settings dialog

4. Select Manual proxy configuration.
5. Uncheck Use this proxy server for all protocols checkbox.

6. Key in the proxy server IP address and the port used (Default 8080) in the HTTP Proxy, FTP
Proxy and related Port text boxes.

— | If WPAD is enabled in GFl WebMonitor proxy settings, select Auto-detect proxy
—.1 settings for this network. For more information, refer to the Enabling WPAD in
Proxy Settings section in this manual.

7. Click OK to close Connection Settings dialog.

8. Click OK to close Options dialog.

Google Chrome

1. Launch Google Chrome.

& Googls Chrome )

| tools.google.com P O~ | F~
A : - . : 1 Mewtab Chrl+T
[ Customize Links [ ] Free Hotmal ] Windows Marketplace [ Windows Media [
e window Chrl+R
[ e incognito windoe Chrl+-3hift -+
GDPS e Ch rom e v Blways show bookmarks bar Chr+B
Full screen F11
What makes Google Chrome different
Histary Ctrl+H
Bookmark manager Chrl+-3hift+6
One hox for Evemhi“g 8 ceoge Mags |, e Ty Downloads Chrl+
% E “me Clear browsing data. .. Crrl+Shift+Del
Mo b ot Impart bookmarks & settings...
Mew Tab page G an.p.ﬂugwmm
Dij Search Google for Bons chab ':'Fltil:ll'l‘_:
Search far it
Anplicati h - £ o e ooy About Google Chrome
pplication shordcuts e g g~ (e Help Fi
CEE
. O N ™~ : Exit
View all features 2 T - T -
< | >
=

S?reenshot 32 - Google Chrome: Customize and Control Google Chrome menu

2. Click Customize and Control Google Chrome » Options.
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I EEEE——————————————————————, -
Google Chrome Options %

| Basics | Minor Tweaks | Under the Hood |

| Al all conkies w |
Shiow cookies

MNetwork

[ >

Set up a prowy ko conneck ko the nebwaork,

[ Change proxy settings

Web Content
Motify me when a pop-up is blocked

Google Gears: | Change Google Gears settings

Security

You hawe chosen ko open certain file bypes automatically after dovnloading,
You can clear these settings so that downloaded Files don't open automatically, 8

Reset to defaulks

Screenshot 33 - Google Chrome: Under the Hood tab

3. In the Google Chrome Options dialog, click Under the Hood tab.
4. Click Change proxy settings button to open Internet Properties dialog.
5. Select the Connections tab.

6. Click LAN settings button.

Local Area Network [LAN) Settings

Automatic configuration

Automatic configuration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[ ] Automatically detect settings

|:| Ilse automatic configuration script

Proxy server

Ilse a proxy server For wour LA {These settings will not apply to
dial-up or YPM connections).

Address: Part: | G030 Advanced. ..

[ |Bypass proxy server For local addresses

[ Ok ][ Cancel ]

Screenshot 34 - LAN Settings dialog

7. Check Use a proxy server for your LAN checkbox.
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8. Key in the proxy server name or IP address and the port used (Default 8080) in the Address
and Port text boxes.

— | If WPAD is enabled in GFl WebMonitor proxy settings check the Automatically
— 1 detect settings checkbox in the Automatic configuration area. For more
information, refer to the Enabling WPAD in Proxy Settings section in this manual.

9. Click OK to close LAN Settings dialog.
10. Click OK to close Internet Options dialog.
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5 Launching GFI WebMonitor

5.1 Introduction

This chapter provides you with information related to the launching of GFI WebMonitor and an
overview of the application’s console.

5.2 Launching GFI WebMonitor

To launch GFI WebMonitor, navigate to Start » Programs » GFl WebMonitor » GFI
WebMonitor.

5.3 Navigating the Console

GFl WebMonitor’s console provides you with all the administrative functionality to monitor and
manage network internet traffic.

GF1 WebMonitor
GFIWebMonitor
ﬂ eﬂldc Contrats <<
4 GF]\WebMonitor
o I Laot Bvceciest Freepests I Tap Caleguries By Banawith I Top Bsockea Categaries I Hes over Tene
Wi | Rashbaa I Lot Blocked Security Thisats I Top Categonies By Stes ¥ Tonay's Staisties I Banchaseth Lisage Trends
EZ) Maritoring I Last Bleocied Categeries [ #ats and Barbwih Chart
' WhReist Wetdeourity 0 Evabusion  WabFiller 0 Evalustion (10 days left) [ sutcratrasts svry [0 o] secoreds &
% Biwclist
4 WebFilter Edition Toduy's Statiatacs A ¥ | Hits and Bandwidth Chart ~ ¥
& WehSeomity Edilion Tochy's Stali stiee
3 Coafiguration Processed Fequetts 248 i
: Tolnl Bandwicth Consumed 270MD ,F'\ z
. L Current Ackive Connecions: a f I|I =
amlice Current ks in Cusranting: o = \ E
# QuErnting AV Senened Direwlonss o \ '\/ £
Help arankined Biosked f‘l i
AN 8 ArtiFtahing [ a
Dowriosd & bt [ 2 ==t
Wish Fitering @ ) 3 4 ]

Screenshot 35 - GFI WebMonitor console view

o Navigation Bar - The navigation bar is located on the left-hand side of the console, and
contains a number of nodes used to view and configure settings. The available nodes are:

>

>

>

>

>

>

>

>

Dashboard - A graphical overview of GFl WebMonitor activity.
Monitoring - Enables generation of several reports.
Whitelist/Blacklist - Permanent and/or temporary whitelisting and blacklisting functions.

WebfFilter Edition - Provides access management for specific website categories for users,
groups and IP addresses during specified periods.

WebSecurity Edition - Provides access management and control restrictions to web
applications for users, groups and IP addresses.

Configuration - Provides configuration settings and administrative features for GFI
WebMonitor.

Licensing and Version Information - Provides access to the licensing setup and version
information.

Quarantine - Provides configuration and management of quarantined items that were blocked
by GFI WebMonitor.
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» Help - Provides help on all aspects of GFI WebMonitor’s functionality.

e Viewing Pane - The viewing pane is located on the right-hand side of the console, and
enables the administrator to view and configure settings according to the node selected from
the Navigation Bar.
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6 Miscellaneous

6.1 Introduction

The miscellaneous chapter gathers all the other information that falls outside the initial
configuration of GFl WebMonitor.

6.2 Entering Your License Key After Installation

After installing GFI WebMonitor, you can enter your license key without re-installing or re-
configuring the application.

To enter your license key:

1. Navigate to the Licensing node.

2. In the License Key text box, key in the license key provided by GFI Software Ltd..

3. Click Save Settings.

6.3 Enabling WPAD in Proxy Settings

To allow client browsers to detect proxy settings automatically, Web Proxy AutoDiscovery
(WPAD) can be enabled within GFI WebMonitor.

To enable WPAD:

1. Navigate to Configuration » Proxy Settings » General.

Network Configuration

Configure the network interface and port on which the proxy listens to incoming connections.

192168.200.7 » | 3030

D Lizten on all network interfaces

Uze WPAD for network clients

@ Publizh the IP of the GFI'WebMonitar proxy inWeaD
'D' Publizh the host name of the GFIWehtonitar proxy inWeAD

MOTE: Proxy will always listen for web connections from this computer (127 .0.0.1:3050)

Screenshot 36 - Configuration: Proxy Settings » General view - Network Configuration

2. From the Network Configuration area, select the Use WPAD for network clients to allow
client machines to detect the server as the default proxy.

3. Select:
Publish the IP of the GFI WebMonitor proxy in Includes the GFl WebMonitor IP address in the
WPAD WPAD.dat file
Publish the host name of the GFl WebMonitor Includes the GFI WebMonitor host name in the
proxy in WPAD WPAD.dat file
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4. Click Save Settings to finalize enabling WPAD.

6.4 Refreshing Cached Microsoft Internet Explorer Settings

Microsoft Internet Explorer may cache previously configured Internet settings. To ensure that
the updated Internet settings are automatically detected by a client browser:

1. Launch Microsoft Internet Explorer on the client machine.

. From the Tools menu, choose Internet Options and select the Connections tab.

. Click LAN settings button.

. Uncheck Automatically detect settings checkbox.

. Click OK to close LAN Settings dialog.

. Click OK to close Internet Options dialog.

. Restart Internet Explorer.

. Repeat steps 2 to 3.

O 00 N o0 U1 AN W N

. Check Automatically detect settings checkbox.

10. Click OK to close LAN Settings dialog.

11. Click OK to close Internet Options dialog.

12. Restart Internet Explorer to refresh the cached Internet Explorer settings.
For more information visit:

http://technet.microsoft.com/en-us/library/cc302643.aspx

6.5 Configuring Chained Proxy

Client machines can be configured to forward web traffic to the GFI WebMonitor server. In
addition, the GFl WebMonitor server forwards the filtered traffic to a proxy server.
To configure GFl WebMonitor to forward web traffic to another proxy machine:

1. Navigate to Configuration » Proxy Settings » General.

Chained Proxy

WebMu:un'rtu:ur Prosey will route the web traffic to the followwing procey:
Address: Part:
Use the followwing user credentisls as an aternative to the default proxy authentication credertials.

(Leave hlank to dizable aternative authentication)

Lzername: Pazzword:

Test Proxy Chaining

Click here for more information

Screenshot 37 - Configuration: Chained Proxy
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2. From the Chained Proxy area, select the WebMonitor Proxy will route the web traffic to
the following proxy: checkbox.

3. Key in the proxy server IP address in the Address text box and key in the chained proxy’s port
(default 8080) in the Port text box.

4. If proxy authentication requires alternate credentials, key in the required credentials in the
Username and Password fields.

= If no credentials are keyed in, the default user credentials are used.

=

5. (Optional) Click the Test Proxy Chaining button to test the connection between the GFI
WebMonitor machine and the proxy server.

6. Click Save Settings.

6.6 Configuring Routing and Remote Access

When installing GFI WebMonitor in Gateway mode on a Microsoft Windows Server 2003 or
Microsoft Windows Server 2008, the Routing and Remote Access must be configured to use
Network Address Translation (NAT). This can be done by:

1. Navigate to Start » Programs » Administrative Tools » Routing and Remote Access.

2. Right-click the <machine name> and select Configure and Enable Routing and Remote
Access.

3. Click Next in the Routing and Remote Access Server Setup Wizard dialog.

4. Select Network address translation (NAT) and click Next.

Routing and Remote Access Server Setup Wizard

MNAT Internet Connection

2
Y'ou can zelect an exizting interface or create a new demand-dial interface for %J
chent computers to connect to the Internet.

¥ ze thiz public interface to connect ko the Intermet;

Hame | Dezcrption | IP Address
Microzoft Virtual Mach...  [DHCF]

Internal [LAM] Microzoft Virtual Machi..  192.168.5.100

" Create a new demand-dial interface ko the Intemest

& demand-dial interface iz activated when a client uzes the [nternet. Select this
option if this server connects with a modem or by uzing the Point-to-Point Protocal
aver Ethermet. The Demand-Dial Interface YWizard will ztart at the end aof this wizard.

¥ Enable securty or the selected interface by setting up Basic Firewal,

B asziz Firewall prevents unauthonized users from gaining access to this server
through the [nternet.

For maore information about netwark: interfaces, zee Bouting and Bemote Access Help.

< Back I Mewxt > I Cancel

Screenshot 38 - Microsoft Windows Server 2003: Routing and Remote Access Server Setup Wizard dialog

5. Select Use this public interface to connect to the Internet.
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6. Select the network card connected to the external network and click Next.
7. Click Finish.

To confirm that the Routing and Remote Access service is started:

1. From command prompt, key in services.msc

2. Check that the status of the Routing and Remote Access service is Started.

6.7 Configuring Commonly Used Routers

When installing GFI WebMonitor in Simple Proxy mode, the router must support port blocking or
traffic forwarding. This sub-section contains information on how to configure some of the most
commonly used routers.

6.7.1 SonicWall TZ 180

On SonicWall TZ 180, ports are blocked by creating firewall access rules.

Step 1: Creating a New Firewall Service for Port 80
To create a new firewall service for port 80:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

5 SorscWALL - Admanstration Tor U0 FLSUASYE

SONICWALL™

Porl Start Protocol

88 R Sarvice - Window atarnat Explorer

Befauﬂi B g/ 1R I68 168 68

m Port Start Port End Protoc
sutherncy|| Hame HITR 113 13 TCP
Crat(RTH|  Por Range: BO ~BD 194 104 TCP
crarme]| o e 5888 BEES ]
CRpt ARG 34T BEET TCR
Gt P05 - 4858 [0 TCR
Couat RS | 8858 (125 Toe
Chuat (FC 8870 B6TO TCP
a9 Imdamat | Protected boda O | #5 =] SLUOS = 7000 7000 TCP
Calrie 1404 1404 TCF
Citsi 1604 1604 (1
Echa 7 T ToP
Echa 7 7 uoe
Enhanced TV 5000 8000 TCP
File Transhr (FTF) F T TCP
Filemaies =003 5003 TR
Filmates 2003 5003 oP
Gataknepss (1) ] i o
Gabekaepss (M2 1710 ELE] uoe
Gogher 70 70 TCP

Screenshot 39 - SonicWall: Services view and Add Service dialog
3. From the router’s configuration web interface, click Firewall » Services
4. Click Add to open the Add Service console.

5. Key in a name in the Name text box, for example “HTTP”.

6. In Port Range, key in 80-80.
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7. From the Protocol drop-down list, select TCP.
8. Click OK.

Step 2: Blocking the New Service

To create a firewall access rule to block the newly created service:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

3. From the router's configuration web interface, click Firewall » Access Rules.

4. Click Add button to open the Add Rule console.

i€ http://192.168.168.168/ - Edit Rule - Windows Internet Explorer = & [z

General

Rule Settings

Action: L Allow @ Deny

Senice: Weh (HETE]

Ethernet: Address Range Begin: Address Range End:

Source; LAN - i

Destination:

Comment

Comment:

Screenshot 40 - SonicWall: Edit Rule dialog

5. Select the General tab.

6. From the Action radio buttons, select Deny.

7. From the Service drop-down list, select Web (HTTP).

8. In the Source row, select LAN from the Ethernet drop-down list, and key in “*” in Address
Range Begin text box.

— | By selecting the wildcard “*”, all inbound network traffic and all IP ranges on
.—.1 port 80 are blocked.

9. In the Destination row, select WAN from the Ethernet drop-down list and key in “*” in
Address Range Begin text box.

10. (Optional) Select the Advanced tab to configure a time-based schedule.
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11. Click OK button.
Step 3: Creating a Firewall Access Rule to Allow HTTP Traffic From GFI
WebMonitor Proxy

To create a firewall access rule to allow Web (HTTP) traffic originating from GFl WebMonitor
Proxy machine:

1. Open the web configuration page from an internet browser.
2. Provide any credentials required.
3. From the router's configuration web interface, click Firewall » Access Rules.

4. Click Add button to open the Add Rule console.

& http://192.168.168.168/ - Edit Rule - Windows Internet Explorer [=] =

General

Rule Settings

Action: ‘@ Allow | Deny

Service: \Neh FHEER)

Ethernet; Address Range Begin: Address Range End:

Source: LAM = 192.168.2.200

Destination: WAN - &

Comment

Comment

Screenshot 41 - SonicWall: Edit Rule dialog
5. Select the General tab.

6. From the Action radio buttons, select Allow.

7. From the Service drop-down list, select Web (HTTP).

8. In the Source row, select LAN from the Ethernet drop-down list, and key in the IP address of
the GFI WebMonitor proxy machine in Address Range Begin text box.

9. In the Destination row, select WAN from the Ethernet drop-down list and key in “*” in
Address Range Begin text box.

10. (Optional) Select the Advanced tab to configure a time-based schedule.

11. Click OK button.
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Step 4: Traffic Forwarding to GFI WebMonitor Proxy
To forward network traffic through the GFI WebMonitor Proxy:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

COMPREHENSIVE INTERNET SECURITY

SONICWALL

Metwork Network > Web Proxy

@ Settings

o P Automatic Proxy Forwarding (Web Only)

Web Proxy

Proxy Web Server (name or IP address): 192.168.2.200
@ Intranet
¥ Routing Proxy Web Senver Port: 8080
B ARP || Bypass Proxy Servers Upon Proxy Server Failure

i DHCF Server || Forward OPT Client Requests to Proxy Server

Dynamic DMNS

Screenshot 42 - SonicWall: Automatic Proxy Forwarding view
3. From the router's configuration web interface, click Network » Web Proxy.

4. In the Proxy Web Server (name or IP address) text box, key in the IP address of the GFI
WebMonitor proxy machine

5. In the Proxy Web Server Port text box, key in the port used (Default 8080).
6. Click Apply button.

6.7.2 SonicWall NSA 2400
On SonicWall NSA 2400 two steps are required to:
» Define the external and internal network cards

» Create traffic controlling firewall rules

Step 1: Defining Network Addresses
To define the external and internal network cards:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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SONICWALL> Network Security Appliance

Address Objects

! Add.. ” Delete ” Refresh ” Purge
| Name Address Detail Type Zone
W1 X0 P 192. 168. 168, 168/255. 255, 255,255 Host LAN
| ] X0 Subnet 192.168.168.0/255.255.255.0 Network LAN
P 3 X1P 192, 168. 100. 148/255.255. 255,255 Host WAN
W4 X1 Subnet 192,168, 100,0/255.255,255.0 Network WAN
Bs X21p 0.0.0.0/255,255.255.255 Host
W X2 Subnet 0.0,0.0/255,255.255.0 Network
7 X3P 0.0.0.0/255.255.255.255 Host
s X3 Subnet 0.0,0.0/255.255.255.0 Network
| o) X41P 0.0,0.0/255,255. 255,255 Host
P 10 X4 Subnet 0.0,0.0/255.255.255.0 Network
1 X519 0.0.0.0/255.255.255.255 Host
B 2 X5 Subnet 0.0.0.0/255.255.255.0 Network
B 3 Default Gateway 192, 168. 100, 1/255. 255,255,255 Host WAN
B 14 Secondary Default Gateway 0.0.0.0/255,255.255.255 Host WAN
B 15 WLAN RemoteAccess Networks 0.0.0.0/0.0.0.0 Network VPN
| BT WAN RemoteAccess Networks 0.0,0.0/0.0,0.0 Network VPN
WY 152. 168,100, 1498 192.168. 100, 148/255. 255.255. 255 Network WAN
M 18 peoxy 192.168. 168,65/255. 255,255,255 Host LAN

Screenshot 43 - SonicWall: Address Objects view

. From the router’s configuration web interface, click Network » Address Objects
. Click Add button to add a WAN connection

. In the Address Detail column, key in the IP address of the external network card.

3
4
5
6. In the Type column, select Network.
7. In the Zone column, select WAN.

8. Click Add button to add a LAN connection

9. In the Address Detail column, key in the IP address of the internal network card.
10. In the Type column, select Host.

11. In the Zone column, select LAN.

Step 2: Creating Firewall Rules
To create traffic controlling firewall rules:
1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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Screenshot 44 - SonicWall: Access Rules view
3. From the router’s configuration web interface, click Firewall » Access Rules.
4, Click Add button to add a new rule.
5. Repeat step 4 to create three rules with the following information:
ZONE PRIORITY SOURCE DESTINATION SERVICE ACTION
LAN>WAN 1 Proxy Any HTTP Allow
LAN>WAN 2 Proxy Any DNS Allow
LAN>WAN 3 Any Any Any Deny

6.7.3 Cisco ADSL Router Cisco 878 (MPC8272)

The Cisco command console enables the administrator to manage the router. Port 80 is blocked
by executing an Access-list command.

The format of an access-list console command is:

access—-1list [Number] [Action] [Source] [Destination] [Port]

To deny access to port 80, key in the following command in the Cisco command console:

Access-list 100 deny any any eq 80

6.7.4 Netgear Wireless Router DG834GT

On Netgear Wireless Router DG834GT, ports are blocked by creating firewall access rules. This
section describes how to:

» Create a firewall access rule to allow Web (HTTP) traffic originating from GFl WebMonitor
Proxy machine

» Create a firewall access rule to block all outgoing HTTP traffic

Step 1: Creating a Firewall Access Rule to Allow HTTP Traffic From GFI
WebMonitor Proxy
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To create a firewall access rule to allow Web (HTTP) traffic originating from GFl WebMonitor
Proxy machine:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

Setup Wizard

Basic Settings
ADSL Settings
Wireless Settings
Logs

Block Sites
Firewall Rules
Services

Schedule

E-mail

Router Status

Attached Devices

Backup Settings

Set Password

NETGEAR Super Wireless ADSL Router DG834GT

Outbound Services

108

2.4 GHz

Mbps

g

8211

Senice HTTP(TCP:80)
Action ALLOW always
LAN Users
start 192
finish:
WAMN Users
start:
finish:
Log

Single address

. les

4

-O -3

Any -

4

Always

| Apply || Cancel

Screenshot 45 - Netgear Wireless Router DG834GT: Outbound Services view
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. From the Action drop-down list, select ALLOW always.

. From the LAN Users drop-down list, select Single address.

. From the WAN Users drop-down list, select Any.
. Click Apply to save settings.

. From the router’s configuration web interface, click Firewall Rules » Outbound Services.

. From the Service drop-down list, select HTTP (TCP80).

. In the Start text box, key in the IP address of the GFI WebMonitor proxy machine

Step 2: Creating a Firewall Access Rule to Block All Outgoing HTTP Traffic

To create a firewall access rule to block all Web (HTTP) traffic:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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Setup Wizard

Basic Settings
ADSL Settings
Wireless Settings

Logs

Block Sites
Firewall Rules
Services
Schedule

NETGEAR Super Wireless ADSL Router DG834GT

i g

. Outbound Services

Sernvice

Action BLOCK always -

LAM Users Any -
start:

finish:

WAN Users Any A

start:

il finish:

Router Status I Log
Attached Devices

L]

Always

Backup Settings

| Cancel

Screenshot 46 - Netgear Wireless Router DG834GT: Outbound Services view

. From the router’s configuration web interface, click Firewall Rules » Outbound Services.
. From the Service drop-down list, select HTTP (TCP80).

. From the Action drop-down list, select BLOCK always.

. From the LAN Users drop-down list, select Any.

. From the WAN Users drop-down list, select Any.

0 N O U N W

. Click Apply to save settings.

6.7.5 DrayTek VIGOR 2820N ADSL2

On DrayTek VIGOR 2820 series, port 80 is blocked on all machines except the proxy by creating
two firewall filter rules. To do this create the following two rules:

» First rule blocks IP addresses smaller than the GFI WebMonitor proxy machine IP address
(excluding the proxy machine’s IP address)

» Second rule blocks IP addresses greater than the GFI WebMonitor proxy machine IP address
(excluding the proxy machine’s IP address)

By default the router, contains a pre-defined rule for NetBios DNS lookups. To view or configure
the firewall rules:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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Firewall => General Setup

General Setup

Call Filter @ Enable Start Filter Set  Set#l -
7 Disable

Data Filter @ Enable Start Filter Set  Setfl -
Disable

Actions for default rule:

Application Action fProfile Syslog
Filter Pass ~ [l
IM/P2P Filter Mone - 1
URL Content Filter MNone - [l
Web Content Filter MNone - Bl

Advance Setting Edit

[7] Accept large incoming fragmented UDP or ICMP packets { for some games, ex. CS )

I 0K ] | Cancel J

Screenshot 47 - DrayTek: General Setup view

4. From the Start Filter Set drop-down lists of both Call Filter and Data Filter, select Set#1.
5. Click OK to save the changes

6. Select Firewall » Filter Setup menu. This page contains the collection of rules.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1 Default Call Filter T
2. Default Data Filter 8.
3. 9.
4. 10.
. 1.
6. 12

Screenshot 48 - DrayTek: Filter Setup view

7. Select rule number 1 from the Set list to open the Edit Filter Set page.
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Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
[¥] Check to enable the Filter Rule

Comments:

Index{1-15) in Schedule Setup:

Direction:
Source IP:
Destination IP:
Service Type:

Fragments:

Application

Filter:

Branch to Other Filter Set:
IM/P2P Filter:

URL Content Filter

Web Content Filter

Advance Setting

Block Range 1

r v r

LAN -> WAN -
192.168.1.2192.163.1.10
Any

TCP. Port from any to 80

Don't Care -

Action/Profile
Block Immediately

L

] | Clear | [ Cancel J

Edi

B

Edi

Syslog

[
L

Screenshot 49 - DrayTek: Edit Filter Rule view (IP addresses smaller than the GFI WebMonitor proxy machine IP address)

8. Double click the first rule (Block NetBios) to open the filter page.

9. In the filter page, click "1" to open the Filter Rule configuration

10. Key in a name, example “Block Range 1” in the Comments text box.

11. From the Direction drop-down list, select LAN->WAN.

12. Click Edit button of the Source IP field. This opens the IP Address Edit page.

IP Address Edit
Address Type

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or IP Object
or IP Object

or IP Object

Range Address

192.168.1.2
192.168.1.10

OK

Screenshot 50 - DrayTek: IP Address Edit view
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13. From the Address Type drop-down list, select Range Address.

14. In the Start IP Address text box, key in the smallest IP address of the range of IP addresses
smaller than the GFl WebMonitor proxy machine IP address.

15. In the End IP Address text box, key in the largest IP address of the range of IP addresses
smaller than the GFlI WebMonitor proxy machine IP address (excluding the proxy machine’s IP
address).

16. Click OK to apply settings.

17. In the Edit Filter Rule page, click Edit button of the Service Type field.

Service Type Edit

Service Type User defined -
Protocol TCP hd
Source Port = » |1 ~ 65535
Destination Port = = 80 ~ 80
Service Group Mone
or Service Object 1-proxyService
or Service Object Mone
or Service Object Mone

| OK | | Close

Screenshot 51 - DrayTek: Service Type Edit view

18.
19.
20.
21.
22.
23.

From the Service Type drop-down list, select User defined.

From the Protocol drop-down list, select TCP.

In the Source Port text boxes, key in “1” and “65535” respectively.

In the Destination Port text boxes, key in “80” and “80” respectively.

Click OK to apply settings.

Repeat steps 1 to 22 to block IP addresses greater than the GFl WebMonitor proxy machine IP

address (excluding the proxy machine’s IP address).
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Filter Set 1 Rule 2

[¥] Check to enable the Filter Rule

Firewall >> Edit Filter Set > Edit Filter Rule

Comments: Block Range 2

Index({1-15]) in Schedule Setup: i " |

Direction: LAN->WAN

Source IP: 192.168.1.12~192.168.1.255 Edi

Destination IP:

Any

Service Type: TCP, Port from any to 80
Fragments: Don'tCare -
Application Action fProfile Syslog
Filter: Block Immediately - [
Branch to Other Filter Set: Mone
IM/P2P Filter: Mone
URL Content Filter Mone
Web Content Filter MNaone
Advance Setting | Edit
[ QK | | Clear | | Cancel

Screenshot 52 - DrayTek: Edit Filter Rule view (IP addresses greater than the GFI WebMonitor proxy machine IP address)

6.7.6 Linksys WRT54GL Wireless Router

On Linksys WRT54GL Wireless Router, ports are not blocked directly; they are blocked by
creating internet access restrictions. To create a restriction to block HTTP on port 80:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.
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LINKSYS

A Division of Cisco Systems, inc.

Wireless-G Broadband Router WRTS4GL

Access
Restrictions Wireless Security

Intemet Access
Internat Access

Access Restrictions

Internat Access

Policy 1{) =~ |Delele || Summary
Status Enable @ Disable
[Enter Policy Narma
PCs [ EditListofPCs |
» Doy Intemnet access duning selected days and hours
Allew
Days
¥ Everyday ™ sun [ Mon [ Tue [T wed
I mw ™ F ™ sa
Times
& 24 Hows From: (12 ~[-| 00 -~ AM -
To 12 1100 AW
Blocked Services |
HTTP - [Gm - [
HTTP1 - [ - [
Add/Edit Service |

Website Blocking
by URL Address

Administration

Screenshot 53 - Linksys WRT54GL Wireless Router: Internet Access view

Famreyare Version © v4.30.7

podicy or Summary o
summary of the policy

Status : Enable or disable a
policy.

Policy Name

a namie to your

Policy Ty
Intermet Access or Inbound

e the day of the
Id like: your policy

@ time of the day
ur policy o

oU may

s to centain
Mering thear URL

wr— bpage

3. From the router’s configuration web interface, click Access Restrictions tab » Internet

Access.

4. From the Internet Access Policy drop-down list, select a number.

5. From the Status radio buttons, select Disable. (Select Enable to start blocking immediately).

6. In the Enter Policy Name text box, key in a name.

7. Click Edit List of PCs button.
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€ http://192.168.1.1/ - List of PCs - Windows Internet Explorer = | [ (]

List of PCs
Enter MAC Address of the PCs in this format - 000000000000
MACO01: o00:00:00:00:00:00 MACO05: o00:00:00:00:00:00
MACO02: 00:00:00:00:00:00 MAC 06 : 00:00:00:00:00:00
MAC 03 : o00:00:00:00:00:00 MAC 07 : 00:00:00:00:00:00
MAC 04 : o00:00:00:00:00:00 MACO08: o00:00:00:00:00:00

Enter the IP Address of the PCs

IP0O1: 192.168.1. 0 IP04: 192.168.1. 0
IP02: 192.168.1. 0 IP05: 192.168.1. 0
IP03: 192168.1. 0 IP06: 192.168.1. 0

Enter the IP Range of the PCs
IPRange 01: 1921681 1 =~ 100 IPRange02: 1921681 102 ~ 254

| Save Settings || Cancel Changes |

Screenshot 54 - Linksys WRT54GL Wireless Router: List of PCs dialog

8. In IP Range 01 text boxes, key in the IP addresses of the range of IP addresses smaller than
the GFlI WebMonitor proxy machine IP address (excluding the proxy machine’s IP address).

9. In IP Range 02 text boxes, key in the IP addresses of the range of IP addresses greater than
the GFI WebMonitor proxy machine IP address (excluding the proxy machine’s IP address).

10. Click Save Settings button.
11. From the PCs radio buttons, select Deny.

12. From the Blocked Services first drop-down list, select HTTP and key in “80” and “80”
respectively.

13. (Optional) Click Add/Edit Service to create or modify a service.
14. Click Save Settings.

6.7.7 Thomson Wireless Broadband Router TG585 v7

On Thompson Wireless Broadband Router TG585 v7, ports are blocked by creating firewall
access rules. This section describes how to:

» Create a firewall access rule to allow Web (HTTP) traffic originating from GFl WebMonitor
Proxy machine

» Create a firewall access rule to block all outgoing HTTP traffic
Step 1: Creating a Firewall Access Rule to Allow HTTP Traffic From GFI
WebMonitor Proxy

To create a firewall access rule to allow Web (HTTP) traffic originating from GFI WebMonitor
Proxy machine:
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1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

_ o o

Home > Toolbox > Firewall > New entry? Owerview | Confioure

E_ New_entry2
= Firewall Settings
Thomson Gateway

Select & row using the 'Edit’ bnk to medify a rule.

- Click &dd to add a firewall rule.
o, Broadband Connection
Source Destination

Enalbile Hame Action It/ Ip Inti/ Ip Service Hits

W 1_.“..'..-

allaw lan Any kg 54
Remote Assistance
Gamea & Apphcation Sharning 192, 168,1.101  Any
Firawall

Y r AT
Intrusion Detecton b E X‘ = b s =
Dynarmss DHS
User Management

Heldp

Screenshot 55 - Thompson Wireless Broadband Router TG585 v7: Firewall Settings view
3. From the router’s configuration web interface, click Toolbox » Firewall.
4. From the Firewall Settings, select Configure.

5. Click Add button to add a new firewall rule.

Firewall Rule

s Rule Definition

Mame: allow
Enabled: |

Source Interface: lan

Source Address: 192.168.1.101

User-Defined:
Destination Interface: Any
Destination Address: Any
User-Defined:

Service: hitp

EE EE EE

Action: Accept

| Apply || Cancel |

Screenshot 56 - Thompson Wireless Broadband Router TG585 v7: Firewall Rule view
6. Key in a name in the Name text box, for example “allow”.
7. Check Enabled checkbox.

8. From the Source Interface drop-down list, select lan.

9. To specify the IP address of the GFI WebMonitor proxy machine:

56 e GFI WebMonitor 2011 Miscellaneous



» Option 1: From the Source Address drop-down list, select the IP address of the GFl
WebMonitor proxy machine.

» Option 2: In the User-Defined text box, key in the IP address of the GFI WebMonitor proxy
machine

10. From the Destination Interface drop-down list, select Any.
11. From the Destination Address drop-down list, select Any.
12. From the Service drop-down list, select HTTP.

13. From the Action drop-down list, select Accept.

14. Click Apply to save settings.

Step 2: Creating a Firewall Access Rule to Block All Outgoing HTTP Traffic
To create a firewall access rule to block all Web (HTTP) traffic:

1. Open the web configuration page from an internet browser.

2. Provide any credentials required.

3. From the router’s configuration web interface, click Toolbox » Firewall.

4. From the Firewall Settings, select Configure.

5. Click Add button to add a new firewall rule.

Firewall Rule

s Rule Definition

Mame: BlockWWW

Enabled: e

Source Interface: lan E
Source Address: Any E

User-Defined:

Destination [nterface: wan

aja

Destination Address: Any
User-Defined:

Service: hl‘tp

(] ]

Action; DE‘H}’

! Apply ] Cancel

Screenshot 57 - Thompson Wireless Broadband Router TG585 v7: Firewall Rule view

6. Key in a name in the Name text box, for example “BlockWWW”.
7. Check Enabled checkbox.

8. From the Source Interface drop-down list, select lan.

9. From the Source Address drop-down list, select Any.

10. From the Destination Interface drop-down list, select wan.

11. From the Destination Address drop-down list, select Any.
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12. From the Service drop-down list, select HTTP.
13. From the Action drop-down list, select Deny.

14. Click Apply to save settings.

6.8 Disabling Internet Connections Settings on Client Machines

To prevent users from modifying Internet settings and thus bypassing GFI WebMonitor, the
Internet Connections settings tab can be disabled on client machines.

6.8.1 Disabling Internet Connections Page Using GPO in Microsoft Windows Server

2003

To disable Connections settings on client machines through Microsoft Windows Server 2003 GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and

Computers on the DNS server.

2. Right-click the domain node and click Properties.

masterdomain.com Properties ﬂ |

Generall Managed By Group Palicy |

b anagement Conzole [GPHC).

™
Current Graup Palicy Object Links for masterdamain
S

[Group Palicy Object Links | Mo Overide | Dizabled |

Drefault Domain Paolicy

[araup Palicy Objects higher in the lizt have the highest priarit.
Thiz lizt obtained from: win2k3sery. masterdomain. com

New | add. | Edt | Up

Options... | Delete... | FProperties | [T

[ Block Policy inheritance

] I Cancel |

Screenshot 58 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit.
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‘i Group Policy Object Editor

File Action Wew Help

=1 E3

e ol = =R s

_E—j Default Domain Policy [winZl3sery. masterdomain, com__ |

Setting

E@ Computer Configuration
- B[] Software Settings
&2 Windows Settings
: [:| Administrative Templates
E@ IUser Configuration

-] Software Settings

-] Windows Settings

ElD Adrministrative Templates

=127 Windows Components

-] MetMeeting
=] Internet Explorer
=145 Internet Contral Panel
-] Security Page
(] Advanced Page
----- [0 Offline Pages
----- ([ Browser menus
----- [ Toolbars
----- D Persiskence Behavior
----- (L3 Administratar Approved Controls
-] Security Features
----- ([ application Compatibility
----- ([0 attachment Manager
(-] Windows Explorer
- Microsoft Management Consale
----- (L Task scheduler
-1 Terminal Services

I:ISecurit';.f Page
[Jadvanced Page

@ Disable the General page
@ Disable the Secority page
@ Disable the Content page
. Disab
@ Disable the Programs page
@ Disable the Privacy page
@ Disable the Advanced page

le the Connections page

J

Extended }, Standard 7

----- [ windows Installer -
« | _’l_l

Screenshot 59 - GPO Editor window

5. Expand User Configuration » Administrative Templates » Windows Components »
Internet Explorer and click Internet Control Panel.

6. Right-click Disable the Connections page from the right panel and click Properties.

Disable the Connections page Properties H |

Setting | Explain I

@ Dizable the Connections page

£ Mot Configured
" Dizabled

Supported o at least Internet Explarer 5.0

Freviouz Setting | MHext Setting |

k. I Caricel

| £pply

Screenshot 60 - Disable the Connection page Properties dialog
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7. In the Setting tab, select Enabled.

—_ | This policy prevents users from viewing and modifying connection and proxy
— 1 settings from their client machines.

8. Click Apply and OK.
9. Close all open windows.

6.8.2 Disabling Internet Connections Page Using GPO in Microsoft Windows Server
2008

To disable Connections settings on clients’ machines through Microsoft Windows Server 2008
GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File » Add/Remove Snap-in... to open the Add or
Remove Snap-ins window.

Add or Remove Snap-ins |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n | Vendor ﬂ | Console Root Edit Extensions... |
..J:‘,JIDevice Manager Microsoft! A Group Policy Management
1= Disk Management Microsoft e |
£, DNS Microsoft |
Event Viewer Microsoft 1 Moye Up |
£3 Exchange Server 2007 Microsoft

| Folder Microsoft i Moe Dawn |
}LGroup Paolicy Management Microsoft Add > |
ﬁ_" Group Policy Management E... Microsofti
__" Group Policy Object Editor Microsoft |
__" Group Policy Starter GPO Ed... Microsoft!
P'J Internet Information Servic... Microsofti
,'E‘I'Internet Information Servic...

vy [P Security Monitor Microsoft 1.7
4 | 3 Advanced...

Description:

© 2007 Microsoft Corporation. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

oK I Cancel |

Screenshot 61 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins list, and click Add.

4. Click OK.
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= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File —Action View Favorites Window Help | == x]
A EIENENE 7 s
| Console Root techcom.com

= ;’-En Group Policy Management . : . ; . )
= _ﬁ Forest: tachcom.com Linked Group Policy Objects |Group Policy Inhentance I Delegation I

SRt Domains Link Order = | GPO | Erforced | Link Enabled | GPO
SR techcom. com 1 i/ Defautt Domain Policy Mo ‘fes Enab

52/ Default Domain Policy
3| Domain Controllers

3 | Microsoft Exchange Secu
=t Group Policy Objects

5 WMI Filters

]| Starter GPOs

1 | -
| |

Screenshot 62 - Console Root domain window

HEHEEH

5. Expand Group Policy Management » Forest » Domains and <domain>.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management
Editor.

l'Group Policy Management Editor [_ O]
File Action View Help

s | 7[0l=HE |7

_: Default Domain Policy [TECHCOMO2, TECHCOM. COM] Policy | | Setting = |
s Computer Configuration ~| Advanced Page
= ¥, User Configuration | Security Page
=l [ Policies \iz| Disable the Advanced page
:—_ 5?&”&& Setl?'ngs |i=| Disable the Connections page
- Windows Settings |i=| Disable the Content page
(=N A;Iminish'ative Templates: Policy definitions (ADMY files) re [2] Disable the General page
= EZ::—;LPEHEI || Disable the Privacy page
“ Network =] D!sable the Progr..ams page
S Shared Folders |i=| Disable the Security page
“| Start Menu and Taskbar |i=| Prevent ignoring certificate errors
“| System |=] Send internationalized domain names
= [7] Windows Components | =] use UTF-8 for mailto links
| Application Compaftibility
| Attachment Manager
| AutoPlay Policies
~| Backup
" Desktop Window Manager
| Digital Locker
~| Import Video
~| Instant Search

= [ Internet Explorer
~| Administrator Approved Controls
| Application Compatibility
| Browser menus
@l Internet Control Panel

| Internet Settings ~[|4] | I
1] - | _'I_I Extended A Standard

|1l.'.‘| setting(s)
Screenshot 63 - Group Policy Management Editor window

7. Expand User Configuration » Policies » Administrative Templates » Windows
Components P Internet Explorer and click Internet Control Panel.

8. Right-click Disable the Connection page from the right panel and click Properties.
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Disable the Connections page Properties B |

Setting | Explain I Comment I

E Disable the Connections page

" Not Configured
¥ Enabled
" Disabled

Supported on: At least Intemet Explorer 5.0
Previous Setting | Mext Setting |

ok | Cancel | Apply

Screenshot 64 - Disable the Connection page Properties dialog

9. In the Setting tab, select Enabled.

— | This policy prevents users from viewing and modifying connection and proxy
—.1 settings from their client machines.

10. Click Apply and OK.

11. Close Group Policy Management Editor dialog and save the management console created.

6.9 Assigning Log On As A Service Rights

6.9.1 Assigning Log On As A Service Rights on Microsoft Windows XP, Microsoft
Windows Vista and Microsoft Windows 7 Manually

To assign Log on as a service rights to a user account on Microsoft Windows XP (SP2) or Microsoft
Windows Vista machine manually:

1. Navigate to Start » Control Panel » Administrative Tools » Local Security Policy.
. Expand Security Settings » Local Policies » User Rights Assignment.

. Right-click Log on as a service from the right panel and click Properties.

. Select the Local Security Setting tab.

. Click Add User or Group button.

. Key in the account name and click OK.

. Click Apply and OK.

. Close Local Security Settings dialog.

O 00 N o0 U1 N W N

. Close all open windows.

6.9.2 Assigning Log On As A Service Rights on a Server Machine Manually

To assign Log on as service rights to a user account on Microsoft Windows Server 2003 or
Microsoft Windows Server 2008 machines manually:

1. Navigate to Start » Programs » Administrative Tools » Local Security Policy.
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E Local Security Policy Hi=] E3
File  Action  Wiew Help
e 1B XE = HE
E Security Settings Policy | Security Setking | :I
E Account Policies Impersonate a client after authen,,, LOCAL SERVICE,ME...
B Lz LDFE" Palicies E Increase a process working set Users
5 Audit Palicy E Increase scheduling priority &drministratars
g Bt Rights Assignment E Load and unload device drivers Administrakors
A Security Options E Lock pages in memory
1 Windows Firewall with Advanced Security E Log an as & batch ob Administrators Back. .
’ - J ] )
j Metwork. Lisk Manager Policies m e m———
| Public Key Policies - . ———
" Software Restriction Policies L | Manage auditing and security log Administrators
g 1P security Policies on Local Compuker = Modify an object label
| 2| Madify Firmware environment values  Administrators
: Perform volume mainbenance kasks  Administrakors
: Profile single process Administrators
: Profile system performance Adminiskrators
: Remove computer From docking st...  Administrators
: Replace a process level token LOCAL SERVICE,ME...
: Restore files and directories Adrministrators, Back... -
“| |_,| ; Shut down the system Adminiskrakors,Back... ;I
| | |

Screenshot 65 - Microsoft Windows Server: Local Security Policy window

. Click Apply and OK.

00O N O U N W N

. Close all open windows.

. Click Add User or Group button.

. Select the Local Security Setting tab.

. Key in the account name and click OK.

. Expand Security Settings » Local Policies » User Rights Assignment.

. Right-click Log on as a service from the right panel and click Properties.

6.9.3 Assigning Log On As A Service Rights Using GPO in Microsoft Windows Server

2003

To assign Log on as service rights on clients’ machines through Microsoft Windows Server 2003

GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and

Computers on the DNS server.

2. Right-click the domain node and click Properties.
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masterdomain.com Properties [ 2] |

Generall b anaged By Group Palicy |

Ta improve Group Policy management
kM anagement Conzole [GPMC).

i
Current Group Palicy Object Links for masterdomain
SRR

o the Group Policy

Group Policy Object Links

| Mo Overnde | Dizabled |

Default Dromain Palicy

Group Palicy Objects higher in the lizt have the highest priarity.
Thiz izt abtained from: win2k3zery. masterdomain. com

New | agd. |

Edit

|

Options... | Delete... | Properties | [N |

[ BElock Policy inheritance

o |

Canicel | Smply |

Screenshot 66 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.

4. Select Default Domain Policy from the list and click Edit

‘i Group Policy Object Editor M=l E
File  Action ‘Wiew Help
€ = | @@ X |2 0
_=i_j Default Domain Policy [winZk3sery. masterdomain = | | Policy  # | Palicy Setting :l
El@ Computer Configuration Deny log on through Terminal Services Mok Defined
D Software Settings &¥]Enable computer and user accounts ta be tr...  Not Defined
ED indews Settings Ferce shutdown From a remate system Mok Defined
Scripts (Startup/Shutdown) Generate security audits Mok Defined
=3 Security Settings %) Impersanate a client after authentication Mat Defined
" Aiccount Policies Increase scheduling pricrit Mok Defined
Elg Local Policies ; J |:| 'r' )
- 28] udit Palicy Lu:uau:l and ualaad device drivers Mok DeF!ned
I User Rights Assignment Lu:u:k pages in memory Mot Defined
: =erurlty Options . Log on as a batch job Mok Defined
148 Event Log Eﬁ MASTERDOMAIN Admin
(-8 Restricted Groups Man Mot Defined
@ System Services Madif',-' fitrnware ervironment values Mok Defined
@ Reqgistry F'erFu:urm volume mainkenance kasks Mot Defined
(@ File System PreFiIe single process Mok Defined
"r ‘Wireless Metwork (IEEE 802,113 F F‘reFiIe syskem performance Mot Defined
[Z7 Public key Policies Remeve camputer Fram docking skation Mot Defined
|:| Softvare Restriction Policies Replace a pracess level token Mok Defined
@ IP Security Policies on Active Dirs Restere files and directories Mok Defined
&[] Admiristrative Templates 4] 5hut dowin the system Mat Defined
Elﬁ User Configuration | Synchranize directory service data Mot Defined
D Software Settings Take ownership of Files or other objects Mok Defined I
D Windows Settings - -
I | »ill il
| |
Screenshot 67 - GPO Editor window
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5. Expand Computer Configuration » Windows Settings » Security Settings » Local Policies
and click User Rights Assignment.

6. Right-click Log on as a service from the right panel and click Properties.
7. Select the Security Policy Setting tab.

8. Check Define these policy settings checkbox

9. Click Add User or Group button.

10. Key in the account name and click OK.

11. Click Apply and OK.

12. Close all open windows.

6.9.4 Assigning Log On As A Service Rights Using GPO in Microsoft Windows Server
2008

To assign Log on as service rights on clients’ machines through Microsoft Windows Server 2008
GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File » Add/Remove Snap-in... to open the Add or
Remove Snap-ins window.

Add or Remove Snap-ins E |

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-n | Vendor :I | Console Root Edit Extensions... |
..J:‘,,IDevicE Manager Microsoft A Group Policy Management
=5 Disk Management Microsoft i LIl |
£ DNS Microsaft
E Event Viewer Microsoft ! Mave Up |
£ Exchange Server 2007 Microsofti
| Folder Microsofti Mlawe Do |

_%ﬂGmup Paolicy Management Microsofti Add > |

__" Group Policy ManagementE... Microsoft!
ﬁ_" Group Policy Object Editor Microsofti
ﬁ_" Group Policy Starter GPO Ed... Microsofti
PJ Internet Information Servic,..  Microsoft
,';"Internet Information Servic...

ey [P Security Monitor Microsoft 1.
Fl | » Advanced...

Description:
© 2007 Microsoft Corpaoration. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

OK I Cancel |

Screenshot 68 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins list, and click Add.
4. Click OK.
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= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com ]

File Action View Favorites Window Help

JNETES

MR EEEE =

| Console Root
= ;’-‘l Group Policy Management
= _ﬁ Forest: techcom.com

techcom_com

Linked Group Policy Objects |Group Policy Inheritance I Delegation I

B E Domains

Link Order =

| &ro

| Enforced | Link Enabled | GPO

= ﬂfj tElllIlrl y
=z Default Domain Policy
| Domain Controllers

| Microsoft Exchange Secu
=t Group Policy Objects
5 WMI Filters

[ [[7] Starter GPOs

FHHHE

[+

1 i/ Defautt Domain Policy Mo

1 |

Enab

i

Screenshot 69 - Console Root domain window

5. Expand Group Policy Management » Forest » Domains and <domain>.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management

Editor.
.' Group Policy Management Editor _ [0 I
File Action ‘View Help
= 7| XE =B
\=[ Default Domain Policy [TECHCOMO2. TECHCOM,COM] Policy |« | | Palicy = | Policy Setting il
(] il Computer Configuration || Deny log on as a service Mot Defined
BO Po_licies : Deny log on locally Mot Defined
J Software Settings : Deny log on through Terminal Services Not Defined
B Windou.\'s Settings : Enable computer and user accounts to be tr...  Not Defined
g é g:'i:tﬁsst:g:thub:lown) ; Force shutdown from a remote system Mot Defined
I3 Account Polices L | Generate security audits Mot Defined
= ﬁ Local Policies L .| Impersonate a dient after authentication Mot Defined
Bl audit Palicy L. | Increase a process working set Mot Defined
# User Rights Assignment L | Increase scheduling priority Mot Defined
| security Options L .| Load and unload device drivers Not Defined
5] Event Log L. | Lock pages in memary Not Defined
1 Restricted Groups lii|Log on as a batch job Mot Defined
- System Services Log on as a service Mot Defined
A Registry |1 |Manage auditing and security log Mot Defined
A File System : Modify an object label Mot Defined
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Screenshot 70 - Group Policy Management Editor window

7. Expand Computer Configuration » Policies » Windows Settings » Security Settings »
Local Policies and click User Rights Assignment.

8. Right-click Log on as a service from the right panel and click Properties.
9. Select the Security Policy Setting tab.

10. Check Define these policy settings checkbox

11. Click Add User or Group button.
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12. Key in the account name and click OK.
13. Click Apply and OK.

14. Close all open windows.

6.10 Configuring Network Access Policy

In the Configuration » Proxy Settings area, the Integrated authentication option is disabled
on GFI WebMonitor machines where the Network access setting is set to Guest only - local users
authenticate as Guest. On a Microsoft Windows XP Pro machine that has never been joined to a
Domain Controller, this setting is set by default.

The Network access setting can be configured on each GFI WebMonitor machine:
»  Manually or,

» Using Active Directory GPO.

Configuring Network Access Manually

To configure Network access setting on a GFl WebMonitor machine manually:

1. Navigate to Start » Control Panel » Administrative Tools » Local Security Policy.
2. Expand Security Settings » Local Policies » Security Options.

3. Right-click Network access: Sharing and security model for local accounts from the right
panel and click Properties.
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[ Account Policies — Disabled
=8 Local Policies Local Security Setting | Explain This Setting 15 minutes
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Screenshot 71 - Microsoft Windows XP: Local Security Settings tab
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4. Select the Local Security Setting tab.

5. Select Classic - local users authenticate as themselves from the Network access drop-down
list.

6. Click Apply and OK.
7. Close Local Security Settings dialog.

8. Close all open windows.

Configuring Network Access Using GPO in Microsoft Windows Server 2003

To configure Network access setting on GFI WebMonitor machines through Microsoft Windows
Server 2003 GPO:

1. Navigate to Start » Programs » Administrative Tools » Active Directory Users and
Computers on the DNS server.

2. Right-click the domain node and click Properties.

masterdomain.com Properties ﬂ |

Generall Managed By Group Palicy |

b anagement Conzole [GPMC).

i
Current Group Policy Object Links for masterdomain
S

[Group Palicy Object Links | Mo Overide | Dizabled |
Default Dramain Palicy

Group Policy Objects higher in the list have the highest prionty.
Thiz lizt obtained from: win2k3zery. masterdomain. com

New | add. | Edt | s

Options... | Delete... | FProperties | [T |

[ Block Palicy inheritance

] I Cancel | Apply |

Screenshot 72 - Active Directory GPO dialog

3. Select Group Policy tab in the Domain Properties dialog.
4. Select Default Domain Policy from the list and click Edit.

5. Expand Computer Configuration » Windows Settings » Security Settings » Local Policies
and click Security Options.

6. Right-click Network access: Sharing and security model for local accounts from the right
panel and click Properties.

7. In the Security Policy Setting tab, check Define this policy setting checkbox.

8. Select Classic - local users authenticate as themselves from the Network access drop-down
list.

9. Click Apply and OK.
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10. Close all open windows.

Configuring Network Access Using GPO in Microsoft Windows Server 2008

To configure Network access setting on GFI WebMonitor machines through Microsoft Windows

Server 2008 GPO:

1. In the command prompt key in mmc.exe and press Enter.

2. In the Console Root window, navigate to File » Add/Remove Shap-in... to open the Add or

Remove Snap-ins window.

Add or Remove Snap-ins

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins:
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£, DNS Microsoft |
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ﬁ_" Group Policy Management E... Microsofti
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ﬁ_" Group Policy Starter GPO Ed... Microsoft!
FJ Internet Information Servic... Microsofti
.E’Internet Information Servic...
-.@I, IP Security Monitar Mia’osu:illll
4 | 3

Description:

Selected snap-ins:
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Advanced...

© 2007 Microsoft Corporation. All rights reserved. This product is licensed.
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Screenshot 73 - Add/Remove Snap-ins window

3. Select Group Policy Management from the Available snap-ins list, and click Add.

4. Click OK.
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Screenshot 74 - Console Root domain window
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5. Expand Group Policy Management » Forest » Domains and <domain>.

6. Right-click Default Domain Policy and click Edit to open the Group Policy Management
Editor.

7. Expand Computer Configuration » Policies » Windows Settings » Security Settings »
Local Policies and click Security Options.

8. Right-click Network access: Sharing and security model for local accounts from the right
panel and click Properties.

9. In the Security Policy Setting tab, check Define this policy setting checkbox.

10. Select Classic - local users authenticate as themselves from the Network access drop-down
list.

11. Click Apply and OK.
12. Close Group Policy Management Editor dialog and save the management console created.
This information is also available in KBase article:

http://kbase.gfi.com/showarticle.asp?id=KBID003666
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7 Troubleshooting

7.1 Introduction

The troubleshooting chapter explains how you should go about resolving any software issues that

you might encounter. The main sources of information available to users are:

» The manual - most issues can be solved by reading this manual

» GFI Knowledge Base articles

» Web forum

» Contacting GFl Technical Support

7.2 Common Issues

ISSUE ENCOUNTERED SOLUTION

Users are not able to browse
and/or download from the
Internet after installing GFI
WebMonitor in Gateway or in
Simple Proxy mode.

Client browsers are still
retrieving old proxy Internet
settings although the browsers
are configured to automatically
detect settings.

Users are still required to
authenticate themselves
manually when browsing, even
when Integrated authentication
is used.

After the installation, GFl WebMonitor proxy machine has to be
configured to listen for incoming user requests. For more information,
refer to the Administration and Configuration manual.

Next, Internet browsers on client machines have to be configured to
use the GFl WebMonitor proxy machine as the default proxy. For more
information, refer to the Post-installation Actions section in the
Installing in Gateway mode chapter or refer to the Post-installation
Actions section in the Installing in Simple Proxy mode chapter as
applicable.

In the event that the users are still not able to browse and/or
download from the Internet, add an exception rule in the firewall on
the GFI WebMonitor proxy machine to allow incoming TCP traffic on
port 8080. For more information on how to enable firewall ports on
Microsoft Windows Firewall, refer to
http://kbase.gfi.com/showarticle.asp?id=KBID003879

Internet explorer may not refresh cached Internet settings so client
browsers will retrieve old Internet settings. Refreshing settings is a
manual process on each client browser.

For more information, refer to the Refresh cached Internet Explorer
settings section within the Miscellaneous chapter in GFI WebMonitor
Getting Started Guide.

Or visit:
http://technet.microsoft.com/en-us/library/cc302643.aspx

Integrated authentication will fail when GFI WebMonitor is installed on
a Microsoft Windows XP Pro machine that has never been joined to a
Domain Controller and where the Network access setting is set to
Guest only - local users authenticate as Guest. For more information,
refer to the Configuring Network Access Policy section in the
Miscellaneous chapter.
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ISSUE ENCOUNTERED SOLUTION

Users using Mozilla Firefox The server and the client machine will use NTLMv2 for authentication
browsers are repeatedly asked when:

to key in credentials after »  GFl WebMonitor is installed on Microsoft Windows Server 2008 and

installing GF_I ngMonitor in LAN Manager authentication security policy is defined as Send

Gateway or in Simple Proxy NTLMv2 response only

mode. q
an

»  The client machine LAN Manager is not defined (this is the default
setting in Microsoft Windows 7) NTLMv2 is not supported in Mozilla
Firefox and the user‘s browser will repeatedly ask for credentials.

To solve this issue do one of the following :
1. Navigate to Configuration » Proxy Settings.

2. In the Network Configuration area select the Use WPAD for
network clients checkbox.

3. Select Publish the host name of the GFI WebMonitor proxy in
WPAD.

Or change authentication mechanism on either of the following:

On GFl WebMonitor server (Microsoft Windows Server 2008):

1. Navigate to Start » Administrative Tools » Local Security Policy.
2. Expand Local Policies » Security Options.

3. Right-click Network Security: LAN Manager authentication level
from the right panel and click Properties.

4. Select Local Security Setting tab in the Network Security: LAN
Manager authentication level Properties dialog.

5. Select Send LM & NTLM - use NTLMv2 session security if
negotiated from the Network security drop-down list.

6. Click Apply and OK.
7. Close Local Security Policy dialog.
8. Close all open windows.

Client machines (Microsoft Windows 7) using Active Directory GPO:

1. Navigate to Start » Control Panel » System and Security »
Administrative Tools » Local Security Policy.

2. Expand Local Policies » Security Options.

3. Right-click Network Security: LAN Manager authentication level
from the right panel and click Properties.

4. Select Local Security Setting tab in the Network Security: LAN
Manager authentication level Properties dialog.

5. Select Send LM & NTLM - use NTLMv2 session security if
negotiated from the Network security drop-down list.

6. Click Apply and OK.

7. Close Local Security Policy dialog.

8. Close all open windows.

For more information visit:
http://kbase.gfi.com/showarticle.asp?id=KBID001782

7.3 Knowledge Base

GFI maintains a comprehensive Knowledge Base repository that includes answers to the most
common problems. In case that the information in this manual does not solve your installation
problems, next refer to the Knowledge Base. The Knowledge Base always has the most up-to-
date listing of technical support questions and patches. Access the Knowledge Base by visiting:
http://kbase.gfi.com/.
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7.4 Web Forum

User to user technical support is available via the web forum. The forum can be found at:
http://forums.gfi.com/.

7.5 Request Technical Support

If you have referred to this manual and our Knowledge Base articles, and you still cannot solve
issues with the software, contact the GFl Technical Support team by filling in an online support
request form or by phone.

» Online: Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the instructions on this page closely
to submit your support request.

» Phone: To obtain the correct technical support phone number for your region visit
http://www.gfi.com/company/contact.htm.

;L Before you contact our Technical Support team, have your Customer ID available.

.—.1 Your Customer ID is the online account number that is assigned to you when you
first register your license keys in our Customer Area at
https://customers.gfi.com/login.aspx.

We will answer your query within 24 hours or less, depending on your time zone.

7.6 Build Notifications

We recommend that you subscribe to our build notifications list. This way, you will be
immediately notified about new product builds. To subscribe to our build notifications visit:
http://www.gfi.com/pages/productmailing.htm.
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8 Glossary

TERM

Access Control
Active Directory

AD
Administrator
Anti-virus

Bandwidth
Blacklist

Cache

CER
CER file format

Certificate Revocation List
Chained Proxy
Console

CRL
Dashboard

Expired Certificate

File Transfer Protocol
FTP

Google Chrome

GPO

Group Policy Objects

Hidden Downloads

HTTP
HTTPS

HyperText Transfer Protocol

HyperText Transfer Protocol
over Secure Socket Layer (SSL)

Internet Browser

Internet Gateway

DEFINITION

A feature that allows or denies users access to resources, for example,
Internet access.

A technology that provides a variety of network services, including
LDAP-like directory services.

See Active Directory
The person responsible for installing and configuring GFI WebMonitor.
Software that detects viruses on a computer.

The maximum amount of data transferred over a medium. Typically
measured in bits per second.

A list that contains information about what should be blocked by GFI
WebMonitor.

A location where GFlI WebMonitor temporarily keeps downloaded files.
This will speed up subsequent requests for the same file as GFI
WebMonitor would serve the file directly from the cache instead of
downloading it again.

See CER file format

A certificate file format that contains the certificate data but not the
private key.

A list issued by a Certification Authority listing HTTPS websites’
certificates that were revoked.

When client machines connect to more than one proxy server before
accessing the requested destination.

An interface that provides administration tools that enable the
monitoring and management of Internet traffic.

See Certificate Revocation List

Enables the user to obtain graphical and statistical information related
to GFI WebMonitor operations.

An expired certificate has an end date that is earlier than the date
when the certificate is validated by GFI WebMonitor.

A protocol used to transfer files between computers.
See File Transfer Protocol.
A web browser developed and distributed by Google.
See Group Policy Objects.

An Active Directory centralized management and configuration system
that controls what users can and cannot do on a computer network.

Unwanted downloads from hidden applications (for example, trojans)
or forgotten downloads initiated by users.

See Hypertext Transfer Protocol.
See Hypertext Transfer Protocol over Secure Socket Layer (SSL).

A protocol used to transfer hypertext data between servers and
Internet browsers.

A protocol used to securely transfer encrypted hypertext data between
servers and Internet browsers. The URL of a secure connection (SSL
connection) starts with https: instead of http:.

An application installed on a client machine that is used to access the
Internet.

A computer that has both an internal and an external network card.
Internet sharing is enabled, and client machines on the internal
network use this computer to access the Internet.
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TERM
LAN
LDAP

Lightweight Directory Access
Protocol

Local Area Network

Malware

Microsoft Forefront Threat
Management Gateway

Microsoft Forefront TMG
Microsoft Internet Explorer

Microsoft Internet Security and
Acceleration Server

Microsoft ISA Server
Microsoft SQL Server
Microsoft Windows Live
Messenger

Mozilla Firefox

MSN

Non-validated Certificate

NT LAN Manager
NTLM

Personal Information Exchange
file format

PFX
Phishing

Port Blocking

Proxy Server

Quarantine

Revoked Certificate

Spyware

Traffic Forwarding

Uniform Resource Locator

URL

DEFINITION

See Local Area Network.
See Lightweight Directory Access Protocol.

A set of open protocols for accessing directory information such as
email addresses and public keys.

An internal network that connects machines in a small area.

Short for malicious software.

Unwanted software designed to infect a computer such as a virus or a
trojan.

A Microsoft product that provides firewall and web proxy services. It
also enables administrators to manage Internet access through
policies. It is the successor of the Microsoft ISA Server and is part of
the Microsoft Forefront line of business security software.

See Microsoft Forefront Threat Management Gateway
A web browser developed and distributed by Microsoft Corporation.

A Microsoft product that provides firewall and web proxy services. It
also enables administrators to manage Internet access through
policies.

See Microsoft Internet Security and Acceleration Server.

A Microsoft database management system used by GFI WebMonitor to
store and retrieve data.

An instant messaging application developed by Microsoft used by users
to communicate on the Internet.

Mozilla Firefox is an open source Internet browser.
See Microsoft Windows Live Messenger

An non-validated certificate has a start date that falls after the date
when the certificate is validated by GFI WebMonitor.

A Microsoft network authentication protocol.
See NT LAN Manager.

A certificate file format that contains the certificate data and its
public and private keys.

See Personal Information Exchange file format.

The act of collecting personal data such as credit card and bank
account numbers by sending fake emails that direct users to sites
asking for such information.

The act of blocking or allowing traffic over specific ports through a
router.

A server or software application that receives requests from client
machines and responds according to filtering policies configured in GFI
WebMonitor.

A temporary storage for unknown data that awaits approval from an
administrator.

A revoked certificate is a valid certificate that has been withdrawn
before its expiry date (for example, superseded by a newer certificate
or lost/exposed private key).

Unwanted software that publishes private information to an external
source.

The act of forwarding internal/external network traffic to a specific
server through a router.

The address of a web page on the world wide web. It contains
information about the location and the protocol.

See Uniform Resource Locator.
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TERM DEFINITION

User Agent

Virus
WAN

Web Proxy AutoDiscovery
protocol

Web traffic
WebFilter Edition

WebGrade Database
WebSecurity Edition

Whitelist

Wide Area Network
WPAD

A client application that connects to the Internet and performs
automatic actions.

Unwanted software that infects a computer.
See Wide Area Network.

An Internet protocol used by browsers to automatically retrieve proxy
settings from a WPAD data file.

The data sent and received by clients over the network to websites.

A configurable database that allows site access according to specified
site categories per user/group/IP address and time.

A database in GFI WebMonitor, used to categorize sites.

WebSecurity contains multiple anti-virus engines to scan web traffic
accessed and downloaded by the clients.

A list that contains information about what should be allowed by GFI
WebMonitor.

An external network that connects machines in large areas.

See Web Proxy AutoDiscovery protocol.
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