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1. Introduction

GFI WebMonitor is a comprehensive monitoring solution that enables

you to monitor and f il t(rowsimgeahdWier k user so
downloads) in real-time. It also enables you to block web connections

in progress as well as to scan traffic for viruses, trojans, spyware and

phishing material.

It is the ideal solution to transparently and seamlessly exercise a
substanti al degree of control over your
downloading habits. At the same time, it enables you to ensure legal

and best practice initiatives without alienating your network users.

1.1 About this manual

The aim of this Getting Started Guide is to help you install and run
GFI WebMonitor on your network with minimum configuration effort.

It describes:

9 The various network environments that GFlI WebMonitor can
support.

1 How to install GFI WebMonitor to monitor your environment.
1 How to get the product running on default settings.
The sections in the manual are structured as follows:

Chapter 1 Introduces this manual and provides information on GFI
WebMonitor editions.

Chapter 2 Provides a high-level overview of how GFI WebMonitor
works and the different deploying environments.

Chapter 3 Instructions on how to install GFI WebMonitor on an ISA
server.

Chapter 4 Instructions on how to install GFI WebMonitor in Gateway
mode.

Chapter 5 Instructions on how to install GFI WebMonitor in Simple
Proxy mode.

Chapter 6 How to customize GFI WebMonitor installation

Chapter 7 How to uninstall GFI WebMonitor.

Chapter 8 Introduces GFI WebMonitor user console.

Chapter 9 Additional information and settings.

Chapter 10 How to find troubleshooting information on common
issues.

Glossary Includes a collection of specific technical terms used in
this manual.

Detailed manual

Detailed administration and configuration guidelines are provided in a
separate manual called Administration and Configuration Manual,
which is installed with the product or separately downloadable from
the GFI web site:

GFI WebMonitor 2009 Introduction 1



http://www.gfi.com/webmon/webmon2009acmanual.pdf

The detailed Administration and Configuration Manual
complements this Getting Started Guide by providing more detailed
information on how to use and customize the features provided within
GFI WebMonitor.

1.2 Terms used in this manual
The following terms are used in this manual:
ANOTE: o
o Provides additional information and references essential to
GFIl WebMonitor operations.
Al MPORTANT: 0O

0 Provides important information such as warnings and
cautions regarding potential issues  commonly
encountered.

For any technical terms and their definitions as used in this manual,
refer to the Glossary.

1.3 Editions

GFI WebMonitor is available in three editions. Each edition caters for
system administrators with different requirements:

1 WebFilter Edition: Filters web traffic and website use, according
to its built-in WebGrade database. This configurable database
categorizes access according to user/group/IP addresses and
time.

1 WebSecurity Edition: Provides a high degree of web security for
downloaded web traffic. This is achieved through its built-in
download control module and multiple anti-virus engines and anti
spyware scanning modules.

9 UnifiedProtection Edition: Provides both WebFilter Edition and
WebSecurity Edition features in a single package.

1.4 GFIl WebMonitor licensing

For more information on licensing and evaluation, refer to the GFI
website at:

http://www.gfi.com/products/gfi-webmonitor/pricing/licensing
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2. About GFI WebMonitor

2.1 How does GFI WebMonitor work ?

w0 gy
y

? BlacklistWhitelist filtering WebSecurity

Download Control
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WE_:: Grade Anti-Virus Scans
Filtering
o
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Database

Anti-Phishing
Engine

GFl WebMonitor @

Figure 17 How does GFI WebMonitor Work?

Stage 1 - Request initiation: Users request a webpage or a download
from the Internet. The i ncoming traffic generated by
forwarded to GFI WebMonitor.

IMPORTANT: Forwarding of incoming traffic depends on the network
environment and where GFlI WebMonitor is installed.

Stage 2 - Blacklist/Whitelist filteri ng: An internal GFI WebMonitor
blacklist/whitelist filtering mechanism analyzes user IDs, IP addresses
and the URL requested. GFI WebMonitor takes the following actions
regarding blacklist and whitelist web traffic:

1 Web traffic from blacklisted users, IP addresses or URLSs, is rejected
immediately.

1 Web traffic from whitelisted users, IP addresses or URLs is
automatically granted access and forwarded to the user.

1 Neither requests that are blacklisted nor whitelisted are forwarded to
the WebFilter module for processing.

Stage 3 - WebFilter module: Analyzes uncategorized web traffic
received from the blacklist/whitelist filtering mechanism against a list of

GFI WebMonitor 2009 About GFI WebMonitor 3



websites categorized in classes. Web traffic is rejected or approved
according to the policies configured in the WebGrade database.

Policies can be set to quarantine web traffic. Administrators can approve
or deny Web traffic, according to the user needs and requirements. If
guarantined web traffic is manually approved, the quarantined URL is
moved in a temporary whitelist so that users can access it.

NOTE: The WebFilter module is only available in the WebFilter Edition
and the UnifiedProtection Edition of GFI WebMonitor. In WebSecurity
Edition, web traffic is sent directly from the whitelist/blacklist filters to the
WebSecurity module.

Stage 4 - WebSecurity module: Analyzes web traffic through the
download control module and scans incoming material for viruses,
spyware and other malware. Infected material is automatically rejected or
guarantined based on the policies configured.

Web traffic is also scanned for phishing material through an updatable
database of phishing sites. If Web traffic is generated from a known
phishing element, traffic is rejected. Finally, the approved web material is
forwarded to the user.

IMPORTANT: Forwarding of approved web material depends on the
network environment and where GFI WebMonitor is installed.

NOTE: The WebSecurity module is only available in the WebSecurity
edition and UnifiedProtection editions of GFI WebMonitor. In the
WebFilteredition, WebSecurity processing is not performed, and web
traffic is forwarded to the user.

2.2 Installing GFI WebMonitor

2.2.1 Introduction

GFI WebMonitor deployment depends on the network infrastructure and
the network role of the computer where GFI WebMonitor is to be
installed.

4 9 About GFI WebMonitor GFI WebMonitor 2009
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.2.2 Choose your environment

Install GFI
WebMonitor

Do | have

a server
canfigured

as an internet

gateway?

No

Do | have
a router that supports porf
blacking or
traffic forwarding?

Is
ISA server
installed?

Custom Setup Simple Proxy Mode Gateway Mode

Fi

2

for ISA server

No Yes
Y | Y
Install GFI Install GFI Install GFI | Install GFI
WebMonitor with WebManitor in WebManitor in | WebMonitar
|

ISA Independence Enviroments

gure 21 Choose your environment flow chart
Internet A computer that has two network cards, one connected to
Gateway the internal network and another to the external network.

Internet sharing is enabled, and client machines on the
internal network use this computer to access the internet.

Port Blocking

A router that supports port blocking can be configured to

block or allow traffic on a specific port. Port blocking allows
full control on what data can flow through the network.

Traffic A router that supports traffic forwarding can be configured to
Forwarding forward internal/external network traffic to a specific server.
ISA Server A Microsoft product that provides Firewall and web proxy
services. It also allows the administrator to manage Internet
access through policies.
.2.3 ISA Server environment

GFI WebMonitor can be plugged in to compliment the functionality
provided by Microsoft ISA Server. When installed on an ISA server

mac hi

ne, GF I WebMonitor

web traffic in real time.
Users request a webpage or a download over the Internet. The incoming

t

raffic generated t he

by

enabl

es t he

user OISA

Server, which in turn refers to GFI WebMonitor to use the filtering
mechanism that analyses the request.
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Figure 3 - GFI WebMonitor installed on ISA Server

To install GFI WebMonitor as a plug-in to ISA server, refer to chapter 3.
Installing on ISA Server in this manual.

2.2.4 Internet Gateway Environment

This environment includes an internet gateway; this is used by client
machines to access the internet. GFl WebMonitor can be installed on the
internet gateway machine to filter and process all outgoing HTTP traffic
generated from user machines.

&N

End User

89

End User GFl WebMonitor

&N

End User

Client Traffic

Figure 4i GFI WebMonitor installed on a gateway computer

To install GFI WebMonitor on an Internet Gateway, refer to chapter 4.
Installing in Gateway mode in this manual.

2.2.5 Simple Proxy Environment

This environment requires a router\gateway that support port blocking or
traffic forwarding.

Port Blocking

The router must be configured to allow HTTP traffic generated from GFI
WebMonitor machine and block HTTP traffic generated from client
machines. In addition, client machines must be configured to use the GFI
WebMonitor machine as the default proxy server.
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Figure 57 GFI WebMonitor installed on a proxy server

Traffic Forwarding

The router must be configured to allow outgoing HTTP traffic generated
by GFI WebMonitor and forward clients6HTTP traffic to GFI WebMonitor.

[Ny

End User Internet Gateway
\r; @ Filtered traffic Internet
GFI WebMaonitor
Traffic
End User HTTP traffic is forwarded to
Q GFI WebMonitor Proxy
End User

GFIWebMonitor

Figure 6 - Deployment on a Proxy server using traffic forwarding

To install GFI WebMonitor on a Proxy server, refer to chapter 5.
Installing in Simple Proxy mode in this manual.
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3. Installing on ISA Server

3.1 Introduction

This chapter provides you with information related to the installation of
GFI WebMonitor 2009 on an ISA Server.

3.2 System Requirements
3.2.1 Software

Supported Operating Systems

GFI WebMonitor for ISA server can be installed on:
1  Windows 2000 Server (SP4)

1 Windows 2003 Server

Other required components

Microsoft ISA Server 2004 (SP3) or later
Internet Explorer 6 or later

.NET framework 2.0

TCP/IP port 1007

M Microsoft Firewall

)l
)l
1
T

3.2.2 Hardware

Minimum hardware requirement depends on GFI WebMonitor edition.
WebFilter Edition 7 Minimum hardware requirements

I Processor: 2.0 GHz

1 RAM: 1 GB (Recommended 4GB)

1 Hard disk: 2 GB of available disk space.

WebSecurity Edition 7 Minimum hardware requirements

I Processor: 2.0 GHz

1 RAM: 1 GB (Recommended 4GB)

9 Hard disk: 10 GB of available disk space.

GFI WebMonitor UnifiedProtectionEdition T Minimum hardware
requirements

1 Processor: 2.0 GHz
1 RAM: 2 GB (Recommended 4GB)
1 Hard disk: 12 GB of available disk space.

NOTE: Hard disk size depends on your environment, the size specified in
the requirements is the minimum required to, install and use GFI
WebMonitor. The recommended size is from 150-250GB.

GFI WebMonitor 2009 Installing on ISA Server 19



3.3 Installation

3.3.1 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/webmonitor/dowload. The upgrade process is similar
to the installation instructions. For more information, refer to this section
Installation Procedure

3.3.2 Installation Procedure

Ensure that you run the installer as a user with administrative privileges
on the target machine.

1. Double click the GFI WebMonitor executable program.

2. Choose whether you want the installation wizard to search for a newer
build of GFI WebMonitor on the GFI website and click Next.

3. Read the licensing agreement. To proceed with installation select |
accept the terms in the license agreement  and click Next.

ji& GFI WebMonitor 2009 - InstallShield Wizard |
WebMonitor Configuration - Access Permissions
Specify who will be able to access the GFI WebMonitor Web interface. I

By default only an administrator logged in on this computer will be authorized to access the GFI
WebMonitor web interface. GFI WebMaonitor can be configured ko allow other users/computers
ko access its web based interface over the netwaorl,

Enter the user name or the computer IP which will be granted access to GFI \WebMaonitor:
127.0.0.1;192,165.0.211

MOTE: Specify usernameis) in the format DOMAINUsernanme,
MOTE: The IP of this computer is already added to the access permission list.

MOTE: You can specify more than one userfcomputer, Separate entries with a semicaolon () eg.
127.0.0.1; COMPANYuser ] COMPANY \user; 172,16, 135, 16

InskallShield

< Back

Zancel |

Screenshot 1 - Installation Access permissions

4. Specify the user name or the IP address which will be used to access
the GFI WebMonitor Web interface and click Next to continue.

NOTE: More than one user or computer can be specified. Separate
entries with semicolons 6: 6

10 1 Installing on ISA Server GFI WebMonitor 2009
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ji& GFI WebMonitor 2009 - InstallShield Wizard E |
Customer Information
Please enter your information. I

User Mame:
IJDhI‘I Doe

Qrganizatian:

|My Campansy

License Key:

IEvaluatiDn

InstallShield

= Back

Cancel |

Screenshot 2 - Installation Customer Information

5. Key in the User Name and Organization . If you have a license key,
update the License Key details and click Next.

ji& GFI WebMonitor 2009 - InstallShield Wizard E |
Service Logon Information
The Following logon information is used by the WebManitor Service I

The &FI WebMonitor service needs ko run with administrative privileges for proper
functionality. Please enter the username and password of an account with adminiskrative
privileges. Please make sure that the account is ackive and does not have the password set to
expire. For domains, user names must be in the Format of DOMAINUserMame.

User Marme: I.ﬁ.dministratur

Password: I*****|

MOTE: The username and password provided most have "Logon As Service" rights. IF it doesn't
it will be switched OM automatically For the specified account. These credentials wil only be
used ko create and run as new service in the services contral panel. 134 firewall security
credentials will MOT be changed/downgraded in any way,

InstallShield

= Back I Mext = I Cancel |

Screenshot 3 - Installation Logon Information

6. Provide the logon credentials of an account with administrative
privileges to run the GFI WebMonitor service under. Click Next to
continue.

NOTE: The user account must have Log on as service rights; otherwise,
rights are automatically assigned. For more information on how to assign
Log on as service to a user account, refer to section 9.7 Assign log on as
service rights in this manual.

GFI WebMonitor 2009 Installing on ISA Server
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ji& GFI WebMonitor 2009 - InstallShield Wizard |

Mail Settings
Enter administrator email and SMTP mail server setkings I
Flease enter the details of the SMTP server and email address that are to be used by GFI
WebMonitor 2009 for email reporting.
From: Iwehmanitar@mydamain.cam
To: Iadministratu:ur@mydu:umain.u:u:um
SMTP Server: Ismtp.m';.-'du:umain.cu:um Part: |25
Verify Mail Settings
InstallShield
= Back | Mext =

Screenshot 4 - Installation email settings

7. Provide the SMTP mail server details and email address to which
administrator notifications will be sent. Optionally click Verify Mail
Settings to send a test email. Click Next to continue.

8. Click Next to install in default location or click Browse to change
installation path.

9. Click Install to start the installation, and wait for the installation to
complete.

10. Click Finish to finalize setup.

3.3.3 Post-Installation actions

To make sure that all downloads are being scanned by GFI WebMonitor,
configure the network to route all ftp downloads via the ISA Server proxy
service.

Ensure FTP to route through proxy

To ensure that all users browse and download from FTP servers through

proxy, the administrator should deployt he f i r ewal | client on t
computer s, and disable folder view on the
folder view in Internet Explorer;

1. Start Internet Explorer on the Client machine
2. Click Tools 3 Internet Options 3 Advanced Tab

3. In the Browsing node make sure that Enable FTP folder view is
unchecked.

12 | Installing on ISA Server GFI WebMonitor 2009



Internet Options

General | Security || Privacy | Conkent | Conneckions Prngramsl -':'-'jVEII'ICEd[

Settings

[=] Browsing
[] automatically check Far Internet Explorer updates

[] Close unused folders in History and Favorites™

Disable script debugging (Inkernet Explorer)

Dizable scripk debugging (Okher)

[ ] Display a notification about every script error

Y Erablz FTP Folder view (outside of Internet Explorer)

Enable page transitions

[ ] Enable personalized Favorites menu

Enable third-party browser extensions®

Enable visual skyles on butkons and controls in webpages

[ ] Enable websites to use the search pane®

[ ] Force offscreen compositing even under Terminal Server®

[v] Motify when downloads complete b7
< | >

[

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings

Deletes all termporary files, disables browser Recet ]
add-ons, and resets all the changed settings.

You should only use this iF vour browser i in an unusable skate,

I, ] [ Cancel

Screenshot 5 i Internet Options dialog box

4. When un-checking this option, browsing an FTP server looks like the
following image.

GFIl WebMonitor 2009 Installing on ISA Server
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ﬁ Index of / - Windows Internet Explorer, |Z||E|[z|

=
g - | @] Ftp:ffFftp.gfi.com/ v || X o~
@ -
n »
W |@Indexof,|' | | 15.’} - B e - l'__:.“Page - {5 Todk -
"~

Index of /

Hame Last modified Size Description

Ea my afi item 1 19-May-2009 13:39 -
@ tmy gfi tem 23 16-Nov-2001 08:00 SO7TK
ﬁ my ofi fem (3 15-3ep-2005 23:53 1.1M

L
my o fem 12 18-May-2009 08:22 8.3M
E} vy oifi ftem 2 15-Apr-2009 13:23 -

L
my affi e 13 12-May-2005 16:24 789K

hd
& Internet H 0w v

Screenshot 6 1 Open an FTP site from Internet explorer

NOTE: If folder view is unchecked, users will browse and download from
ftp servers using HTTP based folder view so that GFI WebMonitor will
scan the contents and quarantine as required.

Setup In ternet browser by Installing Microsoft Firewall Client

Microsoft Firewall client automatically configures proxy setting. To install
the Microsoft Firewall Client for ISA server;

1. Download and install Microsoft Firewall Client from Microsoft Web site.
2. While installing enter the ISA full server name

j&# Microsoft Firewall Client - Install Wizard

I1SA Server Computer Selection
Specify the 154 Server computer ko which Firewall Client will connect,

‘ou can specify the ISA Server computer that Firewall Client will connect ko, ar Firewall
Client can detect the appropriate ISA Server computer,

¥ Connect to this ISA Server camputer:
Tvpe the 154 Server host name or IP address:

winzk3sery.maskerdomain, com

Example: isa.microsoft.com ar 157.54.0.1

" Automatically detect the appropriate IS4 Server compuker

Mote: These settings may be changed later using the Firewall Client management
application.

< Back. I Mext = I Cancel

Screenshot 7 T Microsoft Firewall Client installation

3. After installation, restart the client machine.

14 | Installing on ISA Server GFI WebMonitor 2009



4. Right click the icon & in the windows notification area and click on
Configure .

NOTE: Server configurations are modified by clicking Settings Tab.

E Microsoft Firewall Client for ISA Server |

Gereral Settngs |'W'e|:| Eruwserl

¥ Enable Microzoft Firewall Client for 154 Server

— 154 Server Selection

Select how Firewall Client determines the [S& Server used for Internet
ACCeSE

" Automatically detected 158 Server:

I{n-:u |54 Server detected: [Metect Mo |

% panually speciiied 154 Server:

IwinEkSsew.masterdumain.n::n:um Test Server |

— Default Settingz

Apply thege Firewall Client settings as the default zettings for services
and users on thiz computer.

Apply Default Settings How |

OF. Cancel Apply | Help

Screenshot 8 i Microsoft Firewall Automatic configuration

5. The web browser can be configuring automatically by clicking on Web
Browser t aGonfire Now .

Alternative step: Configure Proxy settings manually

To Configure proxy settings manually:

1. Open internet explorer

2. Click Internet Options 3 Connections tab 3 LAN Settings .
3. Enter the address and port for the ISA server.

GFI WebMonitor 2009 Installing on ISA Server {15



Local Area Metwork: (LAM) Settings K Eq |

— Aukbarmatic configurakion

[ Automatically detect settings

[ Use automatic configuration scripk

dukomakic configuration may override manual setkings, To ensure the
u=e of manual settings, disable automatic configuration,

address | btk fwinZlk3sery masterdomain, col

— Proxy server

dial-up or ¥PM conneckions),

Address: | 192,165.10.1

W Eypass proxy server For local addresses

v Ise a prowy server For wour LAK (These setkings will nok apply ko

Port: I g0s0 fadvanced.., |

QK

Cancel

Screenshot 9 i Local Area Network Settings

4. Click OK to exit.

5. By default, all proxy servers are set to use the configured ISA server.

Configure ISA server firewall policy to deny ftp protocol

By default ISA server denies all traffic between all clients and external
locations. After GFI WebMonitor installation, a rule to allow access to GFl
WebMonitor update server, and another to allow the administrator to
access GFI WebMonitor user interface are added automatically.

To disable FTP protocol to everyone, it is advisable to create a role that
allows common protocols to all users, except FTP, then a role to allow

FTP to particular users, example the administrator.

B 154 Server 2004 Enterprise Edition

File  Action  Wiew Help

=] B3

|3 Microsoft Inkernet Security and Acceleratic (SSRVERCTTE

e AE[ZAaFXxD© s ¢ @B

LgFre . Local Host

[l 2 Allow Internal Internet:

{% i?:ﬂz”sé m%m Configuration Storage Server: winzk3serv.masterdomain.com Firewall Policy (WINZK3SERY)
7 Y Enterprise Edition
-8 WINZK3SERY
] Monitoring Firewall Palicy
{4 Firewall Policy (WIN2K3SERY)
) wiual Private Metworke (ven) | Cese | mame | Action | Protocals | From / Listener | condition
$ Configuration Enterprise Policy Rules Applied Before Array Firewall Policy
Firewall Palicy Rules o
221 AlowFTe (@ Allow Lt_jrw Server e Internal £, Adrvinistrator

Wi Al Users

Enterprise Policy Rules Applied After Array Firewall Policy

[#] Last Defaulk iz ©oery LA Traffic g Alletworks ..

1 | 3l

= [#]3  GFIwebMoritor GUI Access () Allow LU; HTTP - Internal = 4l Users H
LLiHTTPS <l Local Host
= [#]4  GFIwebMoritor Updates Access (2 Allow LL_‘,;HTTP < Local Host 4l Users
L HrTes
=35 Alow Internal @#low [ A1 Outbound Traffic <. Internal Al Users
4. Local Host

g Al Metworks fand Local Host) & ll Users

Done

Screenshot 10 i Microsoft ISA configured rules
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The second rule in the previous figure allows common protocol traffic to
pass from the internal network to the internet.

NOTE: that the FTP protocol is not included in the list. To allow the
administrator to access an FTP server;

1. Right click on Firewall Policy select New 3 Access Role .
2. Specify a name for tohiagckiNextle exampl e 0
3. Select Allow and click Next.

4. In the protocols dialog click Add and from All Protocols select FTP,
and click Next.

Mew Access Rule Wizard E3 |
Protocols

Select the protocaols this rule applies to.

Thiz rule applies to:

I Selected protocolz
Protocals:

LgFrp

[
Add...
Edit... |

Puorts... |

< Back et > | Cancel |

Screenshot 11 i Protocol role wizard

5. In the access role source and destination dialogs, add the Anywhere
location from the Computer Sets collection and click Next.
6. In the user sets dialog remove All Users .

7. Click Add and select the Administrator.

nddvsers ——Ei|

lser sets:

Mew Edit,.. Delete

?,;:] Sdrministrator

?g Al suthenticated Users

?g All Users

::] Systemn and Mebworlk Service
Adrninistrator

s

add Close

Screenshot 12TAdd admini stratordés rol e

GFI WebMonitor 2009 Installing on ISA Server 17



8. Click Next and Finish .
9. Make sure to save settings correctly before exiting.

Alternative Step: Disable the FTP  access filter

By disabling the FTP access filter, no one will access an FTP server
within the network. The sequence to disable the FTP access filter
depends on the ISA Server installed. Two procedures exist, one for ISA
Server 2004 and one for ISA Server 2006.

Microsoft Internet Security and Acceleration Server 2004 procedure

1. Start ISA server configuration program from the ISA server program
group.
2. From the left pane select the main ISA server icon.

3. Click Configuration 3 Add-ins 3 Application Filters in the right
pane.

4. Right click on FTP Access Filter .
5. Select Disable .

ME B

Acceleration Server 2004

ElEARER=Ael

icrosoft Internet Securi

Action  Wiew |J | o=

I

Tree I i icrosoft ity &
|53 Microsaft Tnternet Secul Accﬂaﬁon Snet?verm Add-ins

=g 2RO Standard Edition

-] Monitarin
= . 4 _i) Click here to learn about the Customer Experience Improvement Program.
3 Firewall Policy

el Wirkual Private M
B4 Canfiguration Application Filters ‘Web Filers \

o Mebworks e | Description | vendor | version

l‘b Cache

-+ Add-ins

I DN3 Filker Filters DMS traffic Microsoft.,, 4.0

-] General
“-=f Troubleshooting

“_3H.323 Filter Microsoft... 4.

Disable

L AMMS Filker

Fasoft Media Streaming protocol Microsoft,., 4.0
<3 PMM Filker Enables RealMetworks Streaming Media protocal - Microsoft... 4.0
{APOP Intrusion Detection Fiker  Checks Far POP buffer averflow attacks Microsoft... 4.0
_APPTF Filter Enables PPTP tunneling through 154 Server Microsoft... 4.0
I RPC Filter Enables publishing of RPC servers Microsoft,., 4.0
_ARTSP Filker Enables Real Time Streaming Protocol Microsoft... 4.0
{3 SMTP Filker Filkers SMTP traffic Microsoft.,, 4.0
dSOCKS W4 Filker Enables SOCKS 4 communication Microsoft... 4.0
_J'Web Praxy Filker Enables HTTP proxy and cache Micrasoft... 4.0
I i
Disable:

Screenshot 13 7 1SA 2004 Configuration program

Microsoft Internet Security and Acceleration Server 2006 procedure

1. Start ISA server configuration program from the ISA server program
group.

2. From the left pane select the main ISA server icon.

3. Click Enterprise 3 Enterprise Add -ins.

4. Right click on FTP Access Filter .

5. Select Disable .
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155 server 2004 Enterprise Edition

File Action Wiew Help

«» [ B@ESE]F

|.=J Microsoft Internet Security and Acceleration Server 2004 Microsoft: A
: Enterprise Internet Security & Configuration Storage Server: Enterprise
H B Enterprise Polic Acceleration Server2004 winzk3serv.masterdomain.com Add-ins
nterprise Palicies EntrmieEaier]
- Enterprise Networks
= #d Enterprise Add-ins Application Filters YWieb Filters
Arrays
Name + | Description | wendor | versi
] DS Filker Filters DNS traffic Microsoft ... 4.0
Properties
{3 H.323 Filter 7 323 protocol Microsoft ... 4.0
{20 MM Filker Enas Microsoft Media Streaming protocal Microsoft ... 4.0
{23 PNM Filter Enables Realketworks Streaming Media protocol Microsoft ... 4.0
{2 POP Intrusion Detection Fiker  Checks For POP buffer overflow attacks Microsoft ... 4.0
{2 PPTP Filter Enables PPTP tunneling through 154 Server Microsoft ... 4.0
{JRPC Fiter Enables publishing of RPC servers Microsoft ... 4.0
{JRTSP Filter Enables Real Time Streaming Protocol Microsoft ... 4.0
{2 SMTP Filker Filters SMTP kraffic Microsoft ... 4.0
-@ SOCKS W4 Filker Enables SOCKS 4 communication Microsoft ... 4.0
i) Web Proxy Filter Enables HTTP proscy and cache Microsoft ... 4.0
a | |

|pisable

Screenshot 14 i ISA 2006 Configuration program

3.3.4 Test Installation

To test GFI WebMonitor installation
console by clicking St ar t 3
WebMonitor .

GFI WebMonitor web console can also be launched from within the local

, launch GFI WebMonitor web

Progr ams GF I

3

area network, by entering the URL http://monitor.isa in your web browser.
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4. Installing in Gateway mode

4.1 Introduction

This chapter provides you with information related to the installation of
GFI WebMonitor 2009 standalone Proxy on a computer configured as an
Internet Gateway.

4.2 System Requirements
4.2.1 Software

Supported Operating Systems

GFI WebMonitor in Gateway mode can be installed on:
Windows 2003 Server

Windows 2008 Server

Windows XP SP2 (x86 - x64)

Windows Vista (x86 - x64)

Windows 7 (x86 - x64)

= =4 =4 -4 =

Other required components

1 Internet Explorer 6 or later
1 .NET framework 2.0
M Microsoft Firewall

4.2.2 Hardware

Minimum hardware requirements depend on GFI WebMonitor edition.
All Editions

1 Two Network Interface Cards

WebFilter Edition 7 Minimum hardware requirements

1 Processor: 2.0 GHz

1 RAM: 1 GB (Recommended 4GB)

1 Hard disk: 2 GB of available disk space.

WebSecurity Edition i Minimum hardware requirements
I Processor: 2.0 GHz

1 RAM: 1 GB (Recommended 4GB)

9 Hard disk: 10 GB of available disk space.

GFI WebMonitor UnifiedProtection Edition 7 Minimum hardware
requirements

i Processor: 2.0 GHz
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1 RAM: 2 GB (Recommended 4GB)
9 Hard disk: 12 GB of available disk space.

NOTE: Hard disk size depends on your environment, the size specified in
the requirements is the minimum required to, install and use GFlI
WebMonitor. The recommended size is from 150-250GB.

4.3 Installation

4.3.1 Pre-requisites

Before installing GFI WebMonitor on an Internet Gateway Server, ensure
that:

1. Client machines are configured to use the server as the default internet
gateway.

2. The server network cards are connected; one to the internal network
(LAN) and the other to the external network (WAN).

3. Start Routing and Remote Access  service if installing GFlI
WebMonitor on Windows 2003 Server. For more information refer to
section 9.4 Configure Routing and Remote Access in this manual.

4.3.2 Upgrades

In order to upgrade GFI WebMonitor, obtain the latest version from
http://www.gfi.com/webmonitor/dowload. The upgrade process is similar
to the installation instructions. For more information, refer to this section
Installatio n Procedure .

IMPORTANT: If installing a new version of GFl WebMonitor on a different
infrastructure, it is recommended to uninstall GFI WebMonitor before
installing the new version. For more information on how to uninstall GFI
WebMonitor, refer to chapter 7. Uninstalling GFI WebMonitor in this
manual.

NOTE: The upgrade process is similar to the installation instructions. For
more information, refer to the next section Installation Procedure

4.3.3 Installation Procedure

Ensure that you run the installer as a user with administrative privileges
on the target machine.

1. Double click the GFI WebMonitor executable program.

2. Choose whether you want the installation wizard to search for a newer
build of GFI WebMonitor on the GFI website and click Next.

3. Read the licensing agreement. To proceed with installation select |
accept the terms in the license agreement  and click Next.
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ji& GFI WebMonitor 2009 - InstallShield Wizard E |
WebMonitor Configuration - Access Permissions
Specify who will be able to access the GFI WebMonitor Web interface. I

By default only an administrator logoed in on this computer will be authorized to access the GFI
WebMonitor web interface. GFI WebMaonitor can be configured to allow other usersfcomputers
ko access its web based interface over the netwaorlk,

Enter the user name or the computer IP which will be granted access to GFI WebMonitor:
127.0.0.1;192,165.0.211

MOTE: Specify usernameis) in the format DOMAINIUsernanme,
MOTE: The IP of this computer is already added to the access permission list.

MOTE: You can specify more than one userfcomputer, Separate entries with a semicolon ;) eg.
127.0.0,1; COMPANYIuser 1 COMPANY \user2; 172,16, 135,16

InstallShield

= Back

Cancel |

Screenshot 15 - Installation Access permissions

4. Specify the user name or the IP address, which will be used to access
the GFI WebMonitor Web interface and click Next to continue.

NOTE: More than one user or computer can be specified. Separate
entries with semicolons 6: 06

i‘g!;'- GFI WebMonitor 2009 - InstallShield Wizard E |
Customer Information
Please enter your information, I
Usetr Marne:
IJu:uhn Dioe

Organization:

IM';.J Company

License Key:

IEvaluatiDn

IniskallShield

< Back

Cancel |

Screenshot 16 - Installation Customer Information

5. Key in the User Name and Organization . If you have a license key,
update the License Key details and click Next.
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ji& GFI WebMonitor 2009 - InstallShield Wizard |
Service Logon Information
The Following lagon information is used by the WebMaonitar Service I

The =FI MebMonitor service needs ko run with administrative privileges for proper
functionality. Please enter the username and password of an account with adminiskrative
privileges. Please make sure that the account is active and does not have the password set to
expire. For domains, user names must be in the Format of DOMAIN|UserMame.

User Marme: I.ﬁ.dministratur

Password: I*****|

MOTE: The username and password provided most have "Logon As Service" rights. IF it doesn't
it will be switched O automatically For the specified account. These credentials wil only be
used ko create and run as new service in the services contral panel. 134 firewall security
credentials will MOT be changed/downgraded in any way.

InstallShield

= Back I Mext = I Cancel |

Screenshot 17 - Installation Logon Information

6. Provide the logon credentials of an account with administrative
privileges to run the GFI WebMonitor service under. Click Next to
continue.

NOTE: The user account must have Log on as service rights; otherwise,
rights are automatically assigned. For more information on how to assign
Log on as service to a user account, refer to section 9.7 Assign log on as
service rights in this manual.

i',-_!;I- GFI WebMonitor 2009 - InstallShield Wizard |

Mail Settings
Enter administrator email and SMTP mail server settings I
Flease enter the details of the SMTP server and email address that are to be used by GFI
WiebMonitor 2009 For email reporting.
Frarmn: Iwebmnnitur@mydumain.cnm
To: Iadministratnr@mydomain.u:u:nm
SMTP Server: Ismtp.mydnmain.cum Part: |25
‘erify Mail Settings
Installshield
< Back | Mext =

Screenshot 18 - Installation email settings

7. Provide the SMTP mail server details and email address to which
administrator notifications will be sent. Optionally click Verify Malil
Settings to send a test email. Click Next to continue.
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8. Click Next to install in default location or click Browse to change
installation path.

9. Click Install to start the installation, and wait for the installation to
complete.

10. Click Finish to finalize setup.

11. After installation the GFI WebMonitor Configuration Wizard starts
automatically, this will help you configure the server in gateway mode.

12. In the welcome screen, click Next.
13. Select Gateway mode as your network environment and click Next.

14. In the Current Gateway Configuration , select the internal network
card and Click Next.

15. Click Finish to apply gateway settings.

4.3.4 Test Installation

To test GFI WebMonitor installation, launch GFI WebMonitor web
console by clicking St ar t 3 Programs 3 GFI
WebMonitor .

GFl WebMonitor web console can also be launched from within the local
area network, by entering the URL http://monitor.isa in your web browser.

4.3.5 Post-Installation actions

Configure the user machines to use GFlI WebMonitor machine as the
default proxy. This can be achieved by:

1 Configuring the client machines using the Group Policy object (GPO)
feature within the Active Directory.

Or

9 Configuring Internet browser to use specific proxy settings on each
client machine manually.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, the client
internet browser can be configured to automatically detect proxy settings.
For more details on how to enable WPAD settings in GFI WebMonitor,
refer to section 9.3 Enable WPAD in Proxy Settings in this manual.

NOTE: Proxy settings can be customized when the installation is
complete. For more information on what type of settings can be
customized, see section 6.3 Customize Proxy settings in this manual.

Using Active Directory GPO on Windows 2003 server

Group Policy Object (GPO) can be used to configure all client machines
to use GFI WebMonitor as a proxy server.

We b Mo ni

1. Click Start 3 Al | Programs 3 Adminisérative

Directory Users and Computers , on the DNS server.
2. Right click the domain and click Properties .
3. Select Group Policy tab in the Domain Properties dialog.
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masterdomain.com Properties E E |

Generall Managed By Group Policy |

To improve Group Policy management § upgrade

kM anagement Conzale [GPMC].

i
Current Group Policy Object Links for mazterdomain
Nl

gito the Group Policy

Group Policy Object Links

| Mo Ovemde | Dizabled |

Drefault Diamnain Policy

Group Policy Objects higher in the lizt have the highest priarity.
Thiz lizt obtained from; win2k3zery. mazterdomain, com

ey Add.. Edit Up
Options... Delete. .. Froperties [
[ Block Policy inheritance
] Cancel Spply

Screenshot 19 - Active Directory GPO

4. Select Default Domain Policy from the list, and click Edit.
5. In the Group Policy Object Editor dialog, expand Wind ows Settings

under User Configuration node.

'fii Group Policy Object Editor

windows Settings

Remote Installation Services
Scripts {Logon/Logaff)

HP Security Settings

{_7] Folder Redirection

B FAR Internet Explorer Maintenance
-[_] Administrakive Templates

4] |

=]

File  Action  Wiew Help
& = | NENNE=
_=:j Default Domain Policy [winzk3sery, masterdomain.com] Poli | Mame I Description |
=+ Computer Configuration @Browser User Interface Title, bitraps, logas, etc,

(] Software Settings @Connection Connection settings, proxy and ...

-3 W'”‘:_'U_Ws S?tt'”gs @]URLS Favarites, Links and Important ...
; -3 Admln?stratlye Templates B Security Zomes & Ratings and Authenticade
E‘ﬁ User Configuration Programs Default program settings and ex...

D Software Settings

Screenshot 20 i Internet Explorer maintenance

6. Click Internet Explorer Maintenance
Settings , to open the proxy settings dialog.

3 Connection 3 Proxy
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7. Select Enable proxy settings check box.
8. Click to Un-Check Use the same proxy s er ver é.

9. Enter the proxy server IP address and the port used (Default 8080) in
the HTTP and FTP text boxes.

Proxy Settings 7| x|
Prozy Sekkings |
‘You can specify whak proxy servers, if any, vou wank your users ko connect to, Use semicolons ( ; ) to
separate entries
—Proxy Servers —Exceptions
Address of praxy Port Do not use proxy server For
1, HTTP: |192.1 E5.110 : I P ‘ addresses beginning with:
Y
2, Secure: |192.1 E8.5.10 ; | 8050 L
3.FTe:  [1921685110 : [so0 |
4, Gopher: [192.168.5.10 NETE
.
5, Socks: |192.188.5.1D ; |anau [
v Do nok use proxy server for
[ Use the same proxy server for all addresses local {intranet) addresses,
[o]'4 I Cancel | Apply Help

Screenshot 217 GPO proxy settings

10. Click OK in all opened dialogs to apply changes.

Using Active Directory GPO on Windows 2008 server

To configure all client machines to use GFlI WebMonitor as a proxy server
from Windows 2008 server:

1. In the command prompt type mmc.exe and press Enter.

2. In the Console Root window click File 3 Add/Remove Snap -i n édo
open the Add or Remove snap-ins window.

3. Select Group Policy Managem ent from the Available snap -ins list,

and click Add.

Add or Remove Snap-ins

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

'.% IP Security Monitor
4

.';"Inhernet Information Servic...

| Snap-in | Vendor AI
.l‘znlDewce Manager Microsoft |
1= Disk Management Microsoft
2 DNS Microsoft
@ Event Viewer Microsoft |
£3/Exchange Server 2007 Microsoft (
| Folder Microsoft |
5L Group Palicy Management Microsoft |
__" Group Policy Management E... Microsoft (
__" Group Policy Object Editor Microsoft |
_" Group Policy Starter GPO Ed... Microsoft
P] Internet Information Servic... Microsoft

I'i'li:rosoil‘LI
»

Description:

Add = |

Selected snap-ins:

| Console Root Edit Extensions. .. |
Remove |

Move Up |
[Move Dovin |

# Group Policy Management

Advanced... |

© 2007 Microsoft Corporation. All rights reserved. This product is licensed.

Allows management of Group Policy across sites, domains, and organizational units within one or more forests,

=

Screenshot 22 7 Add/Remove Snap-Ins window
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4. Click OK.

5. Expand Group Policy Management 3 Forest 3 Domains and click
the Domain.

= Consolel - [Console Root\Group Policy Management\Forest: techcom.com\Domains\techcom.com |

File Acton View Favorites Window Help |-|ﬁ'|ﬂ
G EENEREN NS
| Console Root

= ;-_.' Group Policy Management

techcom_com

5 _ﬁ Forest: techcom.com Linked Group Policy Objects |Gr0|.|p Policy Inheritance I Delegation I
=l (54 Domains Link Order ~ | GPO | Enforced | Link Enabled | GPO
= j‘f 3 techcom.com

- 1 EE[ Default Domain Policy Mo Yes Enab
=r Default Domain Policy

2 | Domain Controllers
2| Microsoft Exchange Secu
5 Group Policy Objects
5 WMI Filters
5] Starter GPOs
@ Sites

5E% Group Policy Modeling

 Group Policy Results

HEEEME

N | 5 4 | |

Screenshot 23 i Console Root domain

6. Right click Default Domain Policy and click Edit. This opens the
Grou p Management Editor

7. In the Group Policy Management Editor , Expand User

Configuration 3 Policies 3 Windows Settings 3 Internet Explorer
Maintenance 3 Connection .

B Group Policy Management Editor _[Ofx
File Acton View Help

L el el =aN 7 iae

J’ Default Domain Policy [TECHCOMO2, TECHCOM.COM)] Policy | Mame | Description
i Computer Configuration E(:annection Settings Settings for connection settings
1 4 User Configuration @Aummanc Browser Configurat... Settings for automatic browser c...
B PU_"DES @Proxy Settings Settings for proxy
. Software Settings @User Agent String Settings for user agent string
=[] Windows Settings

gf} Remote Installation Services
= Scripts {Logon/Logoff)
Security Settings
[Z]) Folder Redirection
)y Policy-based Qos
= & Internet Explorer Maintenance
Browser User Interface
Connection

g2l URLs
i‘ Security
ﬁl Programs

| Administrative Templates: Policy definitions (AD
| Preferences

(| | i

Screenshot 24 i Internet Settings

8. Double click Proxy Settings to open the Proxy Settings dialog.
9. Select Enable proxy settings check box.
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10. Click to Un-Check Use the same proxy ser ver é.

11. Enter the proxy server IP address and the port used (Default 8080) in
the HTTP and FTP text boxes.

Proxy Settings ﬂ E
Proxy Settings |
You can spedfy what proxy servers, if any, you want your users to connect to. Use semicolons ;) to
separate entries. Gopher cannot be customized in Internet Explorer 7.
[¥ Enable proxy settings
—Proxy Servers —Exceptions
Address of proxy Port Do not use proxy server for
. . I'IBZ'I 555110 : I 3080 addresses beginning with:
N
2, Sequre: |1 52.168.5.10 : | 8080 =l
3. FTP: |152.1ss.5.11n : |8080
4. Gopher: |1 32.168.5.10 : | 8080
w
5. Socks: |152.153.5.1|:1 : |snsu [
V¥ Do not use proxy server for
™ Use the same proxy server for all addresses local (intranet) addresses.
oK I Cancel | apply | Help

Screenshot 251 Proxy Settings

10. Click OK to apply and close proxy settings dialog.

11. Close Group policy management editor.
12. Save and close the console application.

IMPORTANT: When using Active Directory, the administrator can disable
the internet connection settings tab from the client machines. For more
information, refer to section 9.6 Disable Internet Connection Settings on
Client machines in this manual.

Internet Browser

Configuration

In this section you will learn how to configure the most commonly used

internet browsers to use a proxy server.

Microsoft Internet Explorer

1.
2. From the Tools menu, choose Internet Options

Launch Microsoft Internet Explorer

Connections tab.

3.

Click LAN Settings .

and select the

4. Select Use a proxy server for your LAN .

5. In the Address textbox, enter the proxy server name or IP address.
6. In the Port textbox, enter the port used (Default 8080)
NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, select

Automat ically detect settings .

For more details, refer to section 9.3

Enable WPAD in Proxy Settings in this manual.
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Local Area Metwork (LAN]) Settings

fukarnatic configurakion

@ukomatic configuration may override manual setkings, To ensure the
use of manual settings, disable automatic configuration,

[ ] automatically detect settings

|:| Ise aukomatic configuration scripk

Proxy server

Use a procey server For wour LAN (These settings will not apply ko
dial-up or ¥PM connections),

Address: | myproy Part: | 8080 |,|:.,.;|V.3|-..:E.j,,,|

[ | Bvpass proxy server for local addresses

4 l[ Cancel ]

Screenshot 26 i Manually configure proxy server

7. Click OK to close LAN Settings .

8. Click OK to close Internet Options .

Mozilla Firefox

1. Launch Mozilla Firefox.

2. Click Tools 3 Options 3 Advanced tab 3 Network tab.
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Options
= 8
5= & F a
=k =
Main Tabs Conktent  Applications  Privacy  Security

Advanced

Canneckian

Configure how Firefox connects to the Inkernet

CFfline Skorage

Ise up to S0 : ME of space for the cache

Tell me when a website asks to store data For offling use

The Fallowing websites have stored data for affline use:

Settings...

Clear Mow

Exceptions...

QI l [ Cancel

==

Screenshot 27 i Mozilla Firefox options

3. Click Settings to open the connection settings dialog

4. Select Manual proxy configuration.

5. Click to Un-Check Use thisproxy ser ver €.
6. Enter the proxy server IP address and the port used (Default 8080) in

the HTTP and FTP text boxes.

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, select

Auto -detect proxy settings for this network

. For more details, refer to

section 9.3 Enable WPAD in Proxy Settings in this manual.
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Connection Settings

%]

Configure Proxies to Access the Internet
() Mo proxy
() Auto-detect proxy settings for this network

(#) Manual praxy configuration:

HTTP Proxy: | 192.168.5.110 | Port: | @0a0 o
[ ] Use this progy server For all protocols

SSLPromy: | 192.168.5.10 | Port: | @oan o

ETP Proxy: | 192.168.5.110 | Port: | s0z0ls

Gopher Proxy: | 192.168.5.10 | Port: | @00 o

SOCKS Host: | 192.168.5.10 | Port | @oan o

() SOCKS v (3) SOCKS 5

Mo Procey For: | localhost, 127.0.0.1] |
Example: .mozilla.org, .net.nz, 192.168.1.0/24

{:‘.l futomatic prosey configurakion LIRL:

I ] ’ Cancel ] [ Help

Screenshot 28 i Mozilla Firefox connection settings

7. Click OK to apply connection settings

8. Click OK to exit options

Google Chrome

1. Launch Google Chrome.

2. Click on Customize and control Google Chrome 3 Options.

Screenshot 29 i Google Chrome Options
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