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1.  Introduction  

GFI WebMonitor is a comprehensive monitoring solution that enables 
you to monitor and filter network usersô web traffic (browsing and file 
downloads) in real-time. It also enables you to block web connections 
in progress as well as to scan traffic for viruses, trojans, spyware and 
phishing material. 

It is the ideal solution to transparently and seamlessly exercise a 
substantial degree of control over your network usersô browsing and 
downloading habits. At the same time, it enables you to ensure legal 
and best practice initiatives without alienating your network users. 

1.1  About this manual  

The aim of this Getting  Started Guide  is to help you install and run 
GFI WebMonitor on your network with minimum configuration effort. 

It describes: 

¶ The various network environments that GFI WebMonitor can 
support. 

¶ How to install GFI WebMonitor to monitor your environment. 

¶ How to get the product running on default settings. 

The sections in the manual are structured as follows: 
Chapter 1  Introduces this manual and provides information on GFI 

WebMonitor editions. 

Chapter 2  Provides a high-level overview of how GFI WebMonitor 
works and the different deploying environments. 

Chapter 3  Instructions on how to install GFI WebMonitor on an ISA 
server. 

Chapter 4  Instructions on how to install GFI WebMonitor in Gateway 
mode. 

Chapter 5  Instructions on how to install GFI WebMonitor in Simple 
Proxy mode. 

Chapter 6  How to customize GFI WebMonitor installation 

Chapter 7  How to uninstall GFI WebMonitor. 

Chapter 8  Introduces GFI WebMonitor user console. 

Chapter 9  Additional information and settings. 

Chapter 10  How to find troubleshooting information on common 
issues. 

Glossary  Includes a collection of specific technical terms used in 
this manual. 

Detailed manual  

Detailed administration and configuration guidelines are provided in a 
separate manual called Administration and Configuration  Manual , 
which is installed with the product or separately downloadable from 
the GFI web site: 
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http://www.gfi.com/webmon/webmon2009acmanual.pdf 

The detailed Administration and Configuration  Manual  
complements this Getting Started Guide  by providing more detailed 
information on how to use and customize the features provided within 
GFI WebMonitor. 

1.2  Terms used in this manual  

The following terms are used in this manual: 

ñNOTE:ò 

o Provides additional information and references essential to 
GFI WebMonitor operations. 

ñIMPORTANT:ò 

o Provides important information such as warnings and 
cautions regarding potential issues commonly 
encountered. 

For any technical terms and their definitions as used in this manual, 
refer to the Glossary. 

1.3  Editions  

GFI WebMonitor is available in three editions. Each edition caters for 
system administrators with different requirements: 

¶ WebFilter  Edition:  Filters web traffic and website use, according 
to its built-in WebGrade database. This configurable database 
categorizes access according to user/group/IP addresses and 
time. 

¶ WebSecurity  Edition:  Provides a high degree of web security for 
downloaded web traffic. This is achieved through its built-in 
download control module and multiple anti-virus engines and anti 
spyware scanning modules. 

¶ UnifiedProtection  Edition:  Provides both WebFilter Edition and 
WebSecurity Edition features in a single package. 

1.4  GFI WebMonitor licensing  

For more information on licensing and evaluation, refer to the GFI 
website at: 

http://www.gfi.com/products/gfi-webmonitor/pricing/licensing 

http://www.gfi.com/webmon/webmon2009acmanual.pdf
http://www.gfi.com/products/gfi-webmonitor/pricing/licensing
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2.  About GFI WebMonitor  

2.1  How does GFI WebMonitor work ? 

 
Figure 1 ï How does GFI WebMonitor Work? 

Stage 1 - Request initiation:  Users request a webpage or a download 
from the Internet. The incoming traffic generated by the userôs request is 
forwarded to GFI WebMonitor. 

IMPORTANT:  Forwarding of incoming traffic depends on the network 
environment and where GFI WebMonitor is installed. 

Stage 2 - Blacklist/Whitelist filteri ng:  An internal GFI WebMonitor 
blacklist/whitelist filtering mechanism analyzes user IDs, IP addresses 
and the URL requested. GFI WebMonitor takes the following actions 
regarding blacklist and whitelist web traffic: 

¶ Web traffic from blacklisted users, IP addresses or URLs, is rejected 
immediately. 

¶ Web traffic from whitelisted users, IP addresses or URLs is 
automatically granted access and forwarded to the user. 

¶ Neither requests that are blacklisted nor whitelisted are forwarded to 
the WebFilter module for processing. 

Stage 3 - WebFilter  module:  Analyzes uncategorized web traffic 
received from the blacklist/whitelist filtering mechanism against a list of 
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websites categorized in classes. Web traffic is rejected or approved 
according to the policies configured in the WebGrade database. 

Policies can be set to quarantine web traffic. Administrators can approve 
or deny Web traffic, according to the user needs and requirements. If 
quarantined web traffic is manually approved, the quarantined URL is 
moved in a temporary whitelist so that users can access it. 

NOTE: The WebFilter module is only available in the WebFilter Edition 
and the UnifiedProtection Edition of GFI WebMonitor. In WebSecurity 
Edition, web traffic is sent directly from the whitelist/blacklist filters to the 
WebSecurity module. 

Stage 4 - WebSecuri ty module:  Analyzes web traffic through the 
download control module and scans incoming material for viruses, 
spyware and other malware. Infected material is automatically rejected or 
quarantined based on the policies configured. 

Web traffic is also scanned for phishing material through an updatable 
database of phishing sites. If Web traffic is generated from a known 
phishing element, traffic is rejected. Finally, the approved web material is 
forwarded to the user. 

IMPORTANT:  Forwarding of approved web material depends on the 
network environment and where GFI WebMonitor is installed. 

NOTE: The WebSecurity module is only available in the WebSecurity 
edition and UnifiedProtection editions of GFI WebMonitor. In the 
WebFilteredition, WebSecurity processing is not performed, and web 
traffic is forwarded to the user. 

2.2  Installing  GFI WebMonitor  

2.2.1  Introduction  

GFI WebMonitor deployment depends on the network infrastructure and 
the network role of the computer where GFI WebMonitor is to be 
installed. 
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2.2.2  Choose your environment  

 
Figure 2 ï Choose your environment flow chart 

 

Internet 
Gateway  

A computer that has two network cards, one connected to 
the internal network and another to the external network. 
Internet sharing is enabled, and client machines on the 
internal network use this computer to access the internet. 

Port Blocking  A router that supports port blocking can be configured to 
block or allow traffic on a specific port. Port blocking allows 
full control on what data can flow through the network.  

Traffic 
Forwarding  

A router that supports traffic forwarding can be configured to 
forward internal/external network traffic to a specific server. 

ISA Server  A Microsoft product that provides Firewall and web proxy 
services. It also allows the administrator to manage Internet 
access through policies. 

2.2.3  ISA Server environment  

GFI WebMonitor can be plugged in to compliment the functionality 
provided by Microsoft ISA Server. When installed on an ISA server 
machine, GFI WebMonitor enables the administrator to monitor userôs 
web traffic in real time. 

Users request a webpage or a download over the Internet. The incoming 
traffic generated by the userôs request is received by Microsoft ISA 
Server, which in turn refers to GFI WebMonitor to use the filtering 
mechanism that analyses the request. 
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Figure 3 - GFI WebMonitor installed on ISA Server 

To install GFI WebMonitor as a plug-in to ISA server, refer to chapter 3.  
Installing on ISA Server in this manual. 

2.2.4  Internet Gateway  Environment  

This environment includes an internet gateway; this is used by client 
machines to access the internet. GFI WebMonitor can be installed on the 
internet gateway machine to filter and process all outgoing HTTP traffic 
generated from user machines. 

 

Figure 4ï GFI WebMonitor installed on a gateway computer 

To install GFI WebMonitor on an Internet Gateway, refer to chapter 4.  
Installing in Gateway mode in this manual. 

2.2.5  Simple  Proxy  Environment  

This environment requires a router\gateway that support port blocking or 
traffic forwarding. 

Port Blocking  

The router must be configured to allow HTTP traffic generated from GFI 
WebMonitor machine and block HTTP traffic generated from client 
machines. In addition, client machines must be configured to use the GFI 
WebMonitor machine as the default proxy server. 
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Figure 5 ï GFI WebMonitor installed on a proxy server 

Traffic Forwarding  

The router must be configured to allow outgoing HTTP traffic generated 
by GFI WebMonitor and forward clientsô HTTP traffic to GFI WebMonitor. 

 

Figure 6 - Deployment on a Proxy server using traffic forwarding 

To install GFI WebMonitor on a Proxy server, refer to chapter 5.  
Installing in Simple Proxy mode in this manual. 





 

GFI WebMonitor 2009  Installing on ISA Server  ¶ 9 

3.  Installing on ISA Server  

3.1  Introduction  

This chapter provides you with information related to the installation of 
GFI WebMonitor 2009 on an ISA Server. 

3.2  System Requirements  

3.2.1  Software  

Supported Operating Systems  

GFI WebMonitor for ISA server can be installed on: 

¶ Windows 2000 Server (SP4) 

¶ Windows 2003 Server 

Other required components  

¶ Microsoft ISA Server 2004 (SP3) or later 

¶ Internet Explorer 6 or later 

¶ .NET framework 2.0 

¶ TCP/IP port 1007 

¶ Microsoft Firewall 

3.2.2  Hardware  

Minimum hardware requirement depends on GFI WebMonitor edition. 

WebFilter  Edition ï Minimum hardware requirements  

¶ Processor: 2.0 GHz 

¶ RAM: 1 GB (Recommended 4GB) 

¶ Hard disk: 2 GB of available disk space. 

WebSecurity  Edition ï Minimum hardware requirements  

¶ Processor: 2.0 GHz 

¶ RAM: 1 GB (Recommended 4GB) 

¶ Hard disk: 10 GB of available disk space. 

GFI WebMonitor UnifiedProtectionEdition ï Minimum hardware 
requirements  

¶ Processor: 2.0 GHz 

¶ RAM: 2 GB (Recommended 4GB) 

¶ Hard disk: 12 GB of available disk space. 

NOTE: Hard disk size depends on your environment, the size specified in 
the requirements is the minimum required to, install and use GFI 
WebMonitor. The recommended size is from 150-250GB. 
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3.3  Installation  

3.3.1  Upgrades  

In order to upgrade GFI WebMonitor, obtain the latest version from 
http://www.gfi.com/webmonitor/dowload. The upgrade process is similar 
to the installation instructions. For more information, refer to this section 
Installation Procedure . 

3.3.2  Installation Procedure  

Ensure that you run the installer as a user with administrative privileges 
on the target machine. 

1. Double click the GFI WebMonitor executable program. 

2. Choose whether you want the installation wizard to search for a newer 
build of GFI WebMonitor on the GFI website and click Next . 

3. Read the licensing agreement. To proceed with installation select I 
accept the terms in the license agreement  and click Next.  

 
Screenshot 1 - Installation Access permissions 

4. Specify the user name or the IP address which will be used to access 
the GFI WebMonitor Web interface and click Next  to continue. 

NOTE: More than one user or computer can be specified. Separate 
entries with semicolons ó:ô 

http://www.gfi.com/webmonitor/dowload
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Screenshot 2 - Installation Customer Information 

5. Key in the User Name  and Organization . If you have a license key, 
update the License Key  details and click Next . 

 
Screenshot 3 - Installation Logon Information 

6. Provide the logon credentials of an account with administrative 
privileges to run the GFI WebMonitor service under. Click Next  to 
continue. 

NOTE: The user account must have Log on as service  rights; otherwise, 
rights are automatically assigned. For more information on how to assign 
Log on as service to a user account, refer to section 9.7 Assign log on as 
service rights in this manual. 
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Screenshot 4 - Installation email settings 

7. Provide the SMTP mail server details and email address to which 
administrator notifications will be sent. Optionally click Verify Mail 
Settings  to send a test email. Click Next  to continue. 

8. Click Next to install in default location or click Browse to change 
installation path. 

9. Click Install  to start the installation, and wait for the installation to 
complete. 

10. Click Finish  to finalize setup. 

3.3.3  Post -Installation actions  

To make sure that all downloads are being scanned by GFI WebMonitor, 
configure the network to route all ftp downloads via the ISA Server proxy 
service. 

Ensure FTP  to route through proxy  

To ensure that all users browse and download from FTP servers through 
proxy, the administrator should deploy the firewall client on the usersô 
computers, and disable folder view on the usersô machine. To disable 
folder view in Internet Explorer; 

1. Start Internet Explorer on the Client machine 

2. Click Tools  ƷInternet  Options  Ʒ Advanced  Tab 

3. In the Browsing node make sure that Enable  FTP folder  view  is 
unchecked. 
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Screenshot 5 ïInternet Options dialog box 

4. When un-checking this option, browsing an FTP server looks like the 
following image. 
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Screenshot 6 ïOpen an FTP site from Internet explorer 

NOTE: If folder view is unchecked, users will browse and download from 
ftp servers using HTTP based folder view so that GFI WebMonitor will 
scan the contents and quarantine as required. 

Setup In ternet browser by Installing Microsoft  Firewall  Client  

Microsoft Firewall client automatically configures proxy setting. To install 
the Microsoft Firewall Client for ISA server; 

1. Download and install Microsoft Firewall Client from Microsoft Web site. 

2. While installing enter the ISA full server name 

 
Screenshot 7 ïMicrosoft Firewall Client installation 

3. After installation, restart the client machine. 
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4. Right click the icon  in the windows notification area and click on 
Configure . 

NOTE: Server configurations are modified by clicking Settings  Tab. 

 
Screenshot 8 ïMicrosoft Firewall Automatic configuration 

5. The web browser can be configuring automatically by clicking on Web 
Browser tab Ʒ Configure Now . 

Alternative step: Configure Proxy settings manually  

To Configure proxy settings manually: 

1. Open internet explorer 

2. Click Internet Options  ƷConnections  tab Ʒ LAN Settings . 

3. Enter the address and port for the ISA server. 
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Screenshot 9 ïLocal Area Network Settings 

4. Click OK to exit. 

5. By default, all proxy servers are set to use the configured ISA server. 

Configure ISA  server firewall policy to deny ftp protocol  

By default ISA server denies all traffic between all clients and external 
locations. After GFI WebMonitor installation, a rule to allow access to GFI 
WebMonitor update server, and another to allow the administrator to 
access GFI WebMonitor user interface are added automatically. 

To disable FTP protocol to everyone, it is advisable to create a role that 
allows common protocols to all users, except FTP, then a role to allow 
FTP to particular users, example the administrator. 

  
Screenshot 10 ïMicrosoft ISA configured rules 
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The second rule in the previous figure allows common protocol traffic to 
pass from the internal network to the internet. 

NOTE: that the FTP protocol is not included in the list. To allow the 
administrator to access an FTP server; 

1. Right click on Firewall  Policy  select New ƷAccess Role . 

2. Specify a name for this role example óAllow FTPô and click Next . 

3. Select Allow and click Next . 

4. In the protocols dialog click Add  and from All Protocols  select FTP, 
and click Next . 

 
Screenshot 11 ïProtocol role wizard 

5. In the access role source and destination dialogs, add the Anywhere  
location from the Computer Sets  collection and click Next . 

6. In the user sets dialog remove All Users . 

7. Click Add  and select the Administrator. 

 
Screenshot 12 ïAdd administratorôs role 
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8. Click Next  and Finish . 

9. Make sure to save settings correctly before exiting. 

Alternative Step: Disable the FTP  access filter  

By disabling the FTP access filter, no one will access an FTP server 
within the network. The sequence to disable the FTP access filter 
depends on the ISA Server installed. Two procedures exist, one for ISA 
Server 2004 and one for ISA Server 2006. 

Microsoft  Internet Security and Acceleration Server 2004 procedure  

1. Start ISA server configuration program from the ISA server program 
group. 

2. From the left pane select the main ISA server icon. 

3. Click Configuration  Ʒ Add -ins  ƷApplication Filters  in the right 
pane. 

4. Right click on FTP Access Filter . 

5. Select Disable . 

 
Screenshot 13 ïISA 2004 Configuration program 

Microsoft  Internet Security and Acceleration Server 2006 procedure  

1. Start ISA server configuration program from the ISA server program 
group. 

2. From the left pane select the main ISA server icon. 

3. Click Enterprise  Ʒ Enterprise Add -ins . 

4. Right click on FTP Access Filter . 

5. Select Disable . 
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Screenshot 14 ïISA 2006 Configuration program 

3.3.4  Test Installation  

To test GFI WebMonitor installation , launch GFI WebMonitor web 
console by clicking Start Ʒ Programs Ʒ GFI WebMonitor Ʒ GFI 
WebMonitor . 

GFI WebMonitor web console can also be launched from within the local 
area network, by entering the URL http://monitor.isa in your web browser. 

http://monitor.isa/
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4.  Installing in  Gateway  mode  

4.1  Introduction  

This chapter provides you with information related to the installation of 
GFI WebMonitor 2009 standalone Proxy on a computer configured as an 
Internet Gateway. 

4.2  System Requirements  

4.2.1  Software  

Supported Operating Systems  

GFI WebMonitor in Gateway mode can be installed on: 

¶ Windows 2003 Server 

¶ Windows 2008 Server 

¶ Windows XP SP2 (x86 - x64) 

¶ Windows Vista (x86 - x64) 

¶ Windows 7 (x86 - x64) 

Other required components  

¶ Internet Explorer 6 or later 

¶ .NET framework 2.0 

¶ Microsoft Firewall 

4.2.2  Hardware  

Minimum hardware requirements depend on GFI WebMonitor edition. 

All Editions  

¶ Two Network Interface Cards 

WebFilter  Edition ï Minimum hardware requirements  

¶ Processor: 2.0 GHz 

¶ RAM: 1 GB (Recommended 4GB) 

¶ Hard disk: 2 GB of available disk space. 

WebSecurity  Edition ï Minimum hardware requirements  

¶ Processor: 2.0 GHz 

¶ RAM: 1 GB (Recommended 4GB) 

¶ Hard disk: 10 GB of available disk space. 

GFI WebMonitor UnifiedProtection  Edition ï Minimum hardware 
requirements  

¶ Processor: 2.0 GHz 
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¶ RAM: 2 GB (Recommended 4GB) 

¶ Hard disk: 12 GB of available disk space. 

NOTE: Hard disk size depends on your environment, the size specified in 
the requirements is the minimum required to, install and use GFI 
WebMonitor. The recommended size is from 150-250GB. 

4.3  Installation  

4.3.1  Pre-requisites  

Before installing GFI WebMonitor on an Internet Gateway Server, ensure 
that: 

1. Client machines are configured to use the server as the default internet 
gateway. 

2. The server network cards are connected; one to the internal network 
(LAN) and the other to the external network (WAN). 

3. Start Routing and Remote Access  service if installing GFI 
WebMonitor on Windows 2003 Server. For more information refer to 
section 9.4 Configure Routing and Remote Access in this manual. 

4.3.2  Upgrades  

In order to upgrade GFI WebMonitor, obtain the latest version from 
http://www.gfi.com/webmonitor/dowload. The upgrade process is similar 
to the installation instructions. For more information, refer to this section 
Installatio n Procedure . 

IMPORTANT: If installing a new version of GFI WebMonitor on a different 
infrastructure, it is recommended to uninstall GFI WebMonitor before 
installing the new version. For more information on how to uninstall GFI 
WebMonitor, refer to chapter 7.  Uninstalling GFI WebMonitor in this 
manual. 

NOTE: The upgrade process is similar to the installation instructions. For 
more information, refer to the next section Installation Procedure . 

4.3.3  Installation Procedure  

Ensure that you run the installer as a user with administrative privileges 
on the target machine. 

1. Double click the GFI WebMonitor executable program. 

2. Choose whether you want the installation wizard to search for a newer 
build of GFI WebMonitor on the GFI website and click Next . 

3. Read the licensing agreement. To proceed with installation select I 
accept the terms in the license agreement  and click Next.  

http://www.gfi.com/webmonitor/dowload
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Screenshot 15 - Installation Access permissions 

4. Specify the user name or the IP address, which will be used to access 
the GFI WebMonitor Web interface and click Next  to continue. 

NOTE: More than one user or computer can be specified. Separate 
entries with semicolons ó:ô 

 
Screenshot 16 - Installation Customer Information 

5. Key in the User Name  and Organization . If you have a license key, 
update the License Key  details and click Next . 
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Screenshot 17 - Installation Logon Information 

6. Provide the logon credentials of an account with administrative 
privileges to run the GFI WebMonitor service under. Click Next  to 
continue. 

NOTE: The user account must have Log on as service  rights; otherwise, 
rights are automatically assigned. For more information on how to assign 
Log on as service to a user account, refer to section 9.7 Assign log on as 
service rights in this manual. 

 
Screenshot 18 - Installation email settings 

7. Provide the SMTP mail server details and email address to which 
administrator notifications will be sent. Optionally click Verify Mail 
Settings  to send a test email. Click Next  to continue. 
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8. Click Next to install in default location or click Browse to change 
installation path. 

9. Click Install  to start the installation, and wait for the installation to 
complete. 

10. Click Finish to finalize setup. 

11. After installation the GFI WebMonitor Configuration Wizard starts 
automatically, this will help you configure the server in gateway mode. 

12. In the welcome screen, click Next . 

13. Select Gateway  mode  as your network environment and click Next . 

14. In the Current Gateway  Configuration , select the internal network 
card and Click Next . 

15. Click Finish  to apply gateway settings. 

4.3.4  Test Installation  

To test GFI WebMonitor installation, launch GFI WebMonitor web 
console by clicking Start Ʒ Programs Ʒ GFI WebMonitor Ʒ GFI 
WebMonitor . 

GFI WebMonitor web console can also be launched from within the local 
area network, by entering the URL http://monitor.isa in your web browser. 

4.3.5  Post -Installation actions  

Configure the user machines to use GFI WebMonitor machine as the 
default proxy. This can be achieved by: 

¶ Configuring the client machines using the Group Policy object (GPO) 
feature within the Active Directory. 

Or 

¶ Configuring Internet browser to use specific proxy settings on each 
client machine manually. 

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, the client 
internet browser can be configured to automatically detect proxy settings. 
For more details on how to enable WPAD settings in GFI WebMonitor, 
refer to section 9.3 Enable WPAD in Proxy Settings in this manual. 

NOTE: Proxy settings can be customized when the installation is 
complete. For more information on what type of settings can be 
customized, see section 6.3 Customize Proxy settings in this manual. 

Using Active Directory  GPO on Windows 2003  server  

Group Policy Object (GPO) can be used to configure all client machines 
to use GFI WebMonitor as a proxy server. 

1. Click Start Ʒ All Programs Ʒ Administrative Tools Ʒ Active 
Directory  Users and Computers , on the DNS server. 

2. Right click the domain and click Properties . 

3. Select Group Policy  tab in the Domain Properties  dialog. 

http://monitor.isa/
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Screenshot 19 - Active Directory GPO 

4. Select Default Domain Policy  from the list, and click Edit . 

5. In the Group Policy Object Editor  dialog, expand Wind ows Settings  
under User Configuration  node. 

 
Screenshot 20 ï Internet Explorer maintenance 

6. Click Internet Explorer  Maintenance  Ʒ Connection  Ʒ Proxy 
Settings , to open the proxy settings dialog. 
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7. Select Enable proxy  settings  check box. 

8. Click to Un-Check Use the same proxy  serveré. 

9. Enter the proxy server IP address and the port used (Default 8080) in 
the HTTP and FTP text boxes. 

 
Screenshot 21 ï GPO proxy settings 

10. Click OK in all opened dialogs to apply changes. 

Using Active Directory  GPO on Windows 2008  server  

To configure all client machines to use GFI WebMonitor as a proxy server 
from Windows 2008 server: 

1. In the command prompt type mmc.exe  and press Enter . 

2. In the Console Root window click File Ʒ Add/Remove Snap -iné to 
open the Add or Remove snap-ins window. 

3. Select Group Policy Managem ent  from the Available snap -ins  list, 
and click Add . 

 
Screenshot 22 ï Add/Remove Snap-Ins window 
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4. Click OK. 

5. Expand Group Policy  Management  Ʒ Forest  Ʒ Domains  and click 
the Domain. 

 
Screenshot 23 ï Console Root domain 

6. Right click Default Domain Policy  and click Edit . This opens the 
Grou p Management Editor . 

7. In the Group Policy Management Editor , Expand User 
Configuration  Ʒ Policies  Ʒ Windows Settings  Ʒ Internet Explorer  
Maintenance Ʒ Connection . 

 
Screenshot 24 ï Internet Settings 

8. Double click Proxy Settings  to open the Proxy Settings dialog. 

9. Select Enable proxy  settings  check box. 
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10. Click to Un-Check Use the same proxy  serveré. 

11. Enter the proxy server IP address and the port used (Default 8080) in 
the HTTP and FTP text boxes. 

 
Screenshot 25 ï Proxy Settings 

10. Click OK to apply and close proxy settings dialog. 

11. Close Group policy management editor. 

12. Save and close the console application. 

IMPORTANT:  When using Active Directory, the administrator can disable 
the internet connection settings tab from the client machines. For more 
information, refer to section 9.6 Disable Internet Connection Settings on 
Client machines in this manual. 

Internet Browser  Configuration  

In this section you will learn how to configure the most commonly used 
internet browsers to use a proxy server. 

Microsoft  Internet Explorer  

1. Launch Microsoft Internet Explorer  

2. From the Tools  menu, choose Internet Options  and select the 
Connections  tab. 

3. Click LAN Settings . 

4. Select Use a proxy  server for  your LAN . 

5. In the Address textbox, enter the proxy server name or IP address. 

6. In the Port textbox, enter the port used (Default 8080)   

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, select 
Automat ically detect settings . For more details, refer to section 9.3 
Enable WPAD in Proxy Settings in this manual. 
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Screenshot 26 ï Manually configure proxy server 

7. Click OK to close LAN Settings . 

8. Click OK to close Internet Options . 

Mozilla Firefox  

1. Launch Mozilla Firefox. 

2. Click Tools  Ʒ Options  Ʒ Advanced  tab Ʒ Network tab. 
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Screenshot 27 ï Mozilla Firefox options 

3. Click Settings to open the connection settings dialog 

4. Select Manual proxy  configuration.  

5. Click to Un-Check Use this proxy  serveré. 

6. Enter the proxy server IP address and the port used (Default 8080) in 
the HTTP and FTP text boxes. 

NOTE: If WPAD is enabled in GFI WebMonitor proxy settings, select 
Auto -detect proxy settings for this network . For more details, refer to 
section 9.3 Enable WPAD in Proxy Settings in this manual. 
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Screenshot 28 ï Mozilla Firefox connection settings 

7. Click OK to apply connection settings 

8. Click OK to exit options 

Google Chrome  

1. Launch Google Chrome. 

2. Click on Customize and control Google Chrome  Ʒ Options.  

 
Screenshot 29 ï Google Chrome Options 


